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Human Behavior and Security Culture: 
Managing Information Risk through a 

Better Understanding of Human Culture 
 

An Executive Workshop for European CISOs 
 
A workshop for European information security executives convened June 20–21, 2011 to 
examine information security risks and challenges posed by human behavior. The workshop 
included security leaders from ABB, adidas, Cisco Systems, Clariant, Deloitte, Hilti, Holcim, 
the NATO Communication and Information Systems Services Agency, Nestlé, Nokia, Siemens, 
Swiss Re, Tetra Pak, Thomson Reuters, the Swiss Federal Office of Information Technology, 
Systems and Telecommunication, TÜV Rheinland, and UBS, as well as academics from the 
Tuck School of Business at Dartmouth and the University of St. Gallen.  
 
 
Key Insights Discussed in this Article: 
 

 Even good people make poor decisions. Employees inadvertently create risk for 
their organizations by ignoring or circumventing security protocols, reckless use of 
social media, and poor computer hygiene.  Creative education and awareness 
campaigns, along with better tools, can help. 

 
 People have more opportunity and incentive to leak information. The market for 

illicit information is more active and organized now than ever. Stolen data are more 
easily moved and more readily converted to cash. The ability to quickly disseminate 
information via online social media, without regard for the gatekeepers of old media, 
is an incentive for activist hackers. Meanwhile, however, new legislation in the 
United States provides financial motivation for insiders to become whistle-blowers.  

 
 The area to be protected is expanding. Less-structured work environments, an 

increasing reliance on mobile devices, and the movement of data-storage and 
applications to the cloud is rapidly expanding the scope of systems to be protected—
but also promises significant business savings, and some potential security 
advantages.  

 
 Culture is a security tool. An organizational culture that values sound security 

practices is far more effective than regulations that simply mandate it. Fostering such 
a culture should be a top priority of information security executives. 

 
 ‘Generation-Y’ presents a multifaceted challenge. People entering the work force 

today are less likely than their predecessors to view employment as a long-term 
loyalty relationship. They move among companies more often than their elders, and 
have a more permissive view of information sharing. They expect to work on their 
own schedules, with devices of their choosing, often from remote locations.  

 



Human Behavior and Security Culture 

	

CISO Workshop                                                                                                                                               2 
	

 Social media is both a threat and an opportunity. Social media has the power to 
shape culture and galvanize mass action, as demonstrated by its pivotal role in the 
Arab Spring uprisings and in coordinating spontaneous DDOS attacks. Social media 
has emerged as a powerful business tool, helping companies to build loyalty, interact 
with their customer base, and communicate within the organization. However the 
social media phenomenon makes secrets of all kinds more difficult to keep, from 
employees’ birth dates, political affiliations and social connections to sensitive 
company information such as the launch of a product. 

 
 Inconvenience breeds risk. When security becomes a burden, employees are more 

likely to ignore or circumvent it. Making secure systems easier to use is therefore an 
essential component in reducing human-related risk. 

 
 Cost and speed change the game. New computers, tablets and smartphones enter the 

consumer market rapidly, and at progressively lower cost. Organizations cannot 
certify these devices as rapidly as they become available. The era of corporate-
supplied devices is therefore coming to an end in many sectors. At the same time, 
employees are working from home or remote locations more frequently.  

 
 Perimeters are obsolete. The advent of the cloud, the proliferation of cheap, capable 

mobile devices, and changing work habits have rendered the data-fortress security 
model indefensible. Strategies based on protecting information of the highest value—
the so-called “golden nuggets”—are likely to be more effective in limiting damage 
attributable to information loss.  

 
 Trust	is	a	social	construct.	In	the	IT	field,	trust	is	frequently	associated	with	

systems—devices,	perimeters,	and	procedures	are	designed	and	tested	for	
security,	and	therefore	deemed	trustworthy.	Fundamentally,	though,	trust	is	a	
social	construct.	Building	trust	within	an	organization	is	an	exercise	in	social	
engineering;	extending	trust	outside	the	enterprise	requires	tools	for	measuring	
trustworthiness—and	faith	in	one’s	business	partners.	
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Introduction 
 
The most notorious information-security breach to date was not the work of a black-hat super 
hacker or a government-sponsored team of cyber spies. WikiLeaks was the work of one 
disgruntled insider with too much access, emboldened and aided by an international culture 
of radical transparency. As such, it is the most salient example of a growing threat that could 
be called “activist insiders.” The multinational confederation of hackers calling themselves 
“Anonymous” represents a growing external threat driven by the same activist agenda. At the 
same time, criminal networks are growing more sophisticated, creating greater incentives for 
would-be data thieves both inside and outside of organizations. Government intervention 
could inadvertently create similar financial incentives.   
 
These changes are taking place in an increasingly complex online environment. The number 
and variety of mobile platforms is increasing, while the line between professional and 
personal lives continues to blur. The challenge therefore comes not only from malicious 
insiders or hackers who imagine themselves as 21st Century Robin Hoods—it comes from 
well-intentioned employees who bypass security in the name of efficiency, or are simply too 
lazy to practice good computer hygiene. Information security will continue to grow more 
difficult as the new generation of “digital natives” account for more of the work force—
employees who share compulsively through online social networks, who move more 
frequently among jobs, and who work on a variety of devices, both in the office and at home. 
 
 
Security is Foremost a Human Problem 
 
When NATO began to invest heavily in cyber defense and information security, it began 
with technology, said Lt. Gen. (Ret.) Ulrich Wolf, Former Director of the NATO 
Communications Services Agency. After spending many millions on technology tools and 
building up a large technical organization, the alliance found that approximately 60 to 
70 percent of NATO information security violations came from the human level. 
  
This is true even in a military environment, where management has much more control over 
personnel than their corporate or civil government counterparts. “I come from an 
organization where we thought that you can order security,” Wolf said. “That was the first 
mistake we made in discussing our internal security within the NATO military organization. 
And the second mistake was that we thought, especially in my agency, that because we can 
audit on the human side, our main problem is the technical side.”  
  
Gen. Wolf’s experience seems to mirror those of the 15 Fortune 1000 information security 
executives who took part in the workshop, which began with a discussion framed around a 
deliberately provocative question: Are people the weakest link in information security? 
According to a survey given to workshop participants the previous evening, the answer is a 
resounding yes. Of the information security challenges they face, nearly 80 percent of 
attendees judged human-related risks to be more troublesome than the technical challenges 
they face. The question for CISOs then becomes, “What can we do about it?” 
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A Confluence of Risk Factors  
 
Cybersecurity is influenced by four primary “market transitions” in the areas of technology, 
economics, geopolitics and demographics, said Don Proctor, Senior Vice President for the 
Cyber Security Project at Cisco Systems. Each of these factors drives human-related risk.  
  
Advances in technology present a number of challenges, including the rapid growth in the 
quantity and variety of connected devices. By some estimates, the number of devices on the 
planet surpassed the human population last year. The increasing variety of these devices is as 
daunting as their number. “In some sense, we look back on the good old days when all we 
had to do was download the Windows patch,” Proctor said. “Now there’s no way. The 
perimeter has become porous because of the proliferation of network devices.”  
  
At the same time, economic pressure is driving a widespread move to the cloud. Distributed 
computing offers great cost savings, which has caused organizations to embrace it in spite of 
uncertainty about security. In the survey that preceded the workshop, participants ranked the 
cloud first among their security concerns for the next 18 months, by a significant margin. 
However, there is varying opinion as to whether cloud-based applications increase risk. In 
some situations, said Oliver Weissmann, VP Information Security at TÜV Rheinland, the 
opposite is true—at least in theory. “As a specialist, [cloud providers] should be able to do 
better security than a generalist for a certain application,” he said. 
  
Geopolitical change, in particular globalization, also introduces a number of new variables. 
For example, how does a company manage a supply chain that spans a number of countries 
with very different business practices? Even the concept of trust can vary greatly from one 
culture to the next. Holcim, for instance, tailors its information security approach to each of 
the 70 countries in which it does business, indicated Amal Mezzour, Global Information 
Security Officer at the Swiss-based cement multinational. “We have educated regional 
security officers in different regions, supported by local security officers.”   
  
While all of these market transitions present unique challenges, the most difficult test could 
be managing the demographic shift that is already underway. The generation now entering 
the work force has far different habits and expectations than their elders. They are 
comfortable with social networking and mobile devices, and they have more permissive 
attitudes about privacy. 
 
 
The Generation-Y Challenge 
 
The arrival of “Generation Y” into the work force presents a multifaceted security challenge. 
People entering the work force today are more likely to view employment as a transaction 
than as a loyalty relationship, said Anthony Walsh, Head of Security and Privacy at Deloitte 
Switzerland. This reflects a larger societal change in employment practices. Lifelong 
employment is now the exception rather than the rule, particularly among highly skilled 
young workers. “In some senses the Millennials are entering the work force with a different 
social contract in mind, a different idea of the relationship between the employer and the 
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employee,” said Proctor. Whereas older workers may value loyalty and stability in an 
employment relationship, their Gen Y counterparts want flexible, dynamic work.  
  
Talented Gen Y employees want to work on their own schedules, often from home or remote 
locations, and they want to use devices of their choosing. The separation between personal 
and professional lives is eroding. This is a trend throughout the work force, but particularly 
with younger workers. 
  
 The cultural shift goes beyond work habits. The last few years have seen a fundamental 
change in the approach to information, noted Hans Brechbühl, Executive Director at the 
Center for Digital Strategies. “Where maybe for our generation information was power to a 
certain extent, now sharing information is power,” he said. The popularity of social media, 
coupled with the widespread use of mobile devices, makes sharing easier than ever before. 
The trend away from long-term employment means workers are more likely than ever to 
have employees of competitive companies in their social networks. It’s hard to keep a secret 
in Silicon Valley.  
  
For young employees with highly marketable skills, long-term financial security is not 
necessarily the deciding factor in choosing a company. For these workers, access to the 
newest and most sophisticated devices can become a competitive factor. “At Cisco, we found 
long ago that if we were inflexible and didn’t provide all of the nice toys, whether they’re 
services or devices, that we had a great deal of trouble recruiting Gen Y employees,” Proctor 
said. “They would say, ‘Well, I can go down the street to Google and have foosball in my 
cubicle all day, and you are handing me an IBM laptop with one gig of mail storage?’” 
 
 
Social Media Brings Threat and Opportunity 
 
The role of social networking in the Arab Spring uprisings is both an inspirational tale and a 
cautionary one. People throughout the Middle East have long had access to outside 
information via satellite television, cellular telephones and other means. The catalyst that 
caused them to rise up against regimes they considered to be repressive was the relatively 
new phenomenon of social media, Proctor said. Social networking sites “gave these people 
something that they had never really had before: access to each other.”  
  
The Arab Spring example illustrates the balance that CISOs must maintain within their own 
organizations. Social media tools have tremendous potential to do "good" within 
organizations, but they also present some very unique risks.  
  
In an era of widespread social networking, maintaining information security requires far 
more than protecting employees’ PCs and laptops; now it also involves the way in which 
employees network with people both inside and outside the organization. As Tetra Pak CIO 
Per-Åke Tobiasson noted, the typical employee’s Facebook page is a convergence of 
different networks. Admitting someone to a social network is akin to granting authorization 
access on file shares, yet people will routinely ‘friend’ someone they have met only once, or 
whom they haven’t seen in decades.  
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Several workshop participants cautioned that the goal should not be to limit the use of social 
media and mobile devices, which have proven to be powerful facilitators of creativity and 
collaboration. “The biggest challenge is to keep this balance, to allow our people follow our 
motto, ‘Share to Win,’ because we are quite convinced that information sharing is the basis 
of success, whether in the military or in civilian life,” echoed Wolf. Encouraging the free 
exchange of information within an organization, while at the same time preventing leaks, is a 
daunting challenge. 
  
Social media can be a useful culture-building tool within an organization, said Proctor. He 
gave the example of the British military, which according to a report published in the 
Financial Times, was suffering data loss due to the social media habits of Gen-Y personnel. 
The solution was to create a series of YouTube videos warning personnel that improper use 
of social media can put themselves and their comrades at risk. The Gen-Y target audience 
had a much higher propensity for consuming policy information through social media than 
they would have through a written document.  
  
The social media problem isn’t confined to U.K. forces. In March, the Israeli military 
cancelled a planned raid on suspected militants after a soldier previewed the operation in a 
Facebook status update. In February, the U.S. military announced a new policy that allows 
access to popular social media sites from the Defense Department’s non-classified network. 
The private sector is moving in a similar direction. Mårten Hansson described a social media 
policy that provides “a lot of freedom, with accountability” to employees at Tetra Pak, where 
he is Director of IM Security. These policies illustrate a general evolution in social media 
policy from prohibition to education. Five or 10 years ago, said Georg Huenermann, Head of 
IT Governance at Clariant International, “We said ‘Don’t do this, don’t do that.’ We are now 
saying, ‘Do that, and do it in this way.’”  
 
 
Inconvenience Breeds Risk  
 
Employees want to be productive, and to the extent that security gets in the way of job 
performance they naturally look for ways to circumvent it. “People get enormously creative 
in bypassing security as soon as it gets annoying,” noted TÜV’s Weissmann. He gave the 
example of a collaborative project involving three companies. Each of the project teams 
asked their respective IT departments to provide secure facilities for the project, and were 
told that the shared infrastructure would take about a month to complete. So while they were 
waiting for the secure system to come on line, the engineers set up a file-sharing site in 
Google docs and began working on the project.  
  
Workers have an incentive to take such risks because security is rarely built in at the system 
level. Instead, security often is added to systems in an ad hoc manner that makes them more 
difficult to use, prompting users to circumvent or ignore security protocols. 
  
This dynamic reflects the organizational culture and decision-making process. For example, 
adidas Group had no central security organization for many years, said Brian Wilson, Senior 
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Manager for Global IT Security at the German-based footwear multinational. As a result, a 
variety of discrete solutions sprang up throughout the company. Now that adidas does have a 
central security group, one of its biggest challenges has been integrating these various 
pockets of security.  
  
Organizational structure can have a strong effect on security, several participants noted. The 
org chart has cultural significance—security is more likely to be taken seriously when 
employees know that security staff works closely with key decision-makers. “We have been 
reorganized a couple of times, and currently information security is part of risk management 
in the office of the CIO,” said Josef Nelissen, CISO at ABB. Anecdotally, senior executives 
in most companies represented in the workshop take a close interest in information security. 
Thomson Reuters CISO Tom Lawton stressed the value of viewing security as an integral 
part of the enterprise, rather than as an adjunct. “I would like to think that security is part of 
what we do, rather than something in itself for the organization,” he said.  
  
It has not always been that way. Historically, decision-makers have favored low cost and 
usability over information security, Weissmann stated. “We have to admit to one thing: We 
are doing security for the business. We are not doing security for the sake of security itself,” 
he emphasized. When many companies recognized the need for better IT security in the late 
1990s and early 2000s, security professionals seized the opportunity to create a security 
monoculture, Wilson said. “We all protected our perimeters the same way. We all 
approached security challenges the same way. We had this very restrictive mindset. And the 
problem is, this [security] culture evolved outside of the workplace that was centered around 
usability,” Wilson said.  
  
Social media, mobile devices, and home computers, in contrast, are designed for ease of use. 
As a result, employees often find that they can be more productive at home, where they have 
few security restrictions, than they are at work. On one level this is a systems problem, but 
fundamentally it is a challenge rooted in human nature. Experience shows that loyal, 
conscientious employees will routinely disregard security in order to be more productive.  
 
 
New Devices Change the Game  
 
The rapid advance of consumer electronics means that security-minded IT departments will 
always be a step behind the marketplace. Hilti CIO Martin Petry’s experience with the iPad 
release is an example of the challenge. The tablet’s 2010 debut caused a great deal of 
excitement around the world, including among Hilti senior management. Petry’s team set to 
work preparing a pilot program to test the use of iPads within the company. On the same day 
they were ready to launch the internal pilot, Apple announced the coming release of iPad 2.  
  
That experience illustrates the difficulty of maintaining central control of devices. Petry 
believes companies will adapt by moving to browser-based application access standardized 
on a few leading browsers—a shift that will require the adaption of data-centric security. “In 
the classical environment you had a certification, and everything was distributed from the 
central IT. These times are over, and we need to adapt to that,” Petry said. The challenge for 
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information security people now is to embrace this new environment and devise forward-
looking strategies. “You cannot lead from behind. We need to be ahead of the curve.”  
  
Weissmann noted that the exponential growth of computing power has reduced the stature of 
IT in many organizations. No one is now begging operators for a few seconds of CPU time as 
they did in the early days. “The time is over where we are the in the driver seat,” Weissmann 
said. “When senior management comes and says, ‘I want an iPhone,’ that’s their absolute 
right as senior management to request.”  
  
Brechbühl seized on this statement as fundamental to the security question. “Isn’t it IT’s 
responsibility to say, ‘No—the risks are greater with the iPhone and I can offer you an 
alternative that will perform just as well’ if that is what they believe? Isn’t that really the 
question?”  In some organizations, IT is able to draw that line. In others, it is not. Markus 
Hänsli, Vice Director of the Swiss Federal Office of Information Technology, Systems and 
Telecommunication, identified a striking dichotomy between organizations within the Swiss 
government that have strong security cultures and those that value flexibility. Some 
departments accept very inconvenient security measures. Other agencies tolerate only a few. 
These agencies are eager to place data in the cloud, where it is available at any time, from 
any place, over any media. For these organizations, the convenience, cost savings and 
recruiting benefits of a more flexible environment are worth the added risk. In this school of 
thought, there’s a bottom-line argument in favor of greater flexibility. As Weissmann noted, 
“If you want your people to be as creative as possible, you have to accept that they demand a 
certain level of freedom.”  
 
 
Less Reliance on Perimeters 
 
Workshop participants agreed that security architectures based primarily on protecting 
perimeters are no longer realistic. Given the difficulty of securing perimeters, Moderator Eric 
Johnson, Director of Tuck’s Center for Digital Strategies, asked participants whether they 
believe it is possible to build processes that don’t require them. Marc-André Schenk, 
Assistant Vice President for Group Information Security at Nestlé, spoke in favor of this idea 
“because we actually never could implement the perimeter.” Though workshop participants 
seemed to agree that large perimeters are problematic, Weissmann noted that smaller ones 
can be effective. “When you reduce the border to a nucleus, you know what to protect. That’s 
not the case now in most businesses,” he said.  
  
Siemens is shifting its information security model from a perimeter-based defense to a 
strategy of “information asset-centric security,” said Siemens’ CISO Rainer Henkelmann. 
“We have to [know] where the nuggets of the company are, and we have to protect those 
nuggets because we can’t do 100 percent security.” Prerequisites to implementing such a 
strategy include federated identity management and dynamic data classification. Another 
challenge of implementing this shift is educating employees in how best to protect essential 
data, he said. Speed of response is also essential—since companies cannot entirely eliminate 
loss, they must identify breaches quickly and take action to limit and repair damage.  
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Good Security Is a Product of Culture  
 
The most powerful tool in controlling human-related risk is organizational culture. An 
enterprise in which employees are vigilant and savvy about security risks is less vulnerable to 
data leaks of all kinds. Though hackers may get the news headlines, ignorance and apathy are 
the real enemies with regard to the human element of security management. Workshop 
participants discussed strategies that organizations are using to improve awareness and 
education, as well as incentives to drive good behavior. The need for security people to be 
communicators and culture leaders was a recurring theme throughout the workshop.  
  
While requiring employees to say that they have read and agreed to a policy may help 
lawyers sleep better at night, it does not ensure security. “I think [employees] will not read 
policies anyhow,” said Olivier Gourinchas, Manager for Global IT Security & Data 
Protection at Hilti. It is important to convince people that it is in their interest, as well as the 
interest of the organization, to follow security policies. One solution is to make a personal 
argument for compliance, said Martin Sibler, VP, Information Security at the Swiss 
Reinsurance Company. “We told them ‘Look, if you do not lock your screen when you go to 
a break everyone could see your salary statement,’” he said.  
  
Many companies are using e-learning tools to educate employees about information security 
risks. These programs are often targeted to specific users, and they are revised to reflect 
current and emerging threats. They are frequently multimedia programs, combining videos 
with online tests and simulated threats. Linking educational campaigns to threats that 
endanger personal privacy or finances—for example, using the possibility of credit card 
fraud as the “hook” to hold interest—has proven effective. Workshop participants also 
stressed the importance of dialogue in maintaining engagement. Education should be a two-
way communication.  
  
Johnson described an educational campaign using faux spear-phishing attacks, both inside 
the Tuck School and with an industrial partner. The premise of the research is that by 
subjecting users to a simulated attack, it is possible to create a “teachable moment” that will 
help people recognize and avoid genuine attacks. “We’re trying to understand how this 
embedded training could work and what kinds of messages really best change people’s 
behavior,” Johnson said. Some participants cautioned against using educational efforts that 
have the potential to erode the trust relationship between employees and the enterprise. 
Simulated spear-phishing attacks, while valuable in some contexts, could be 
counterproductive in others.  
  
Enterprises routinely partner with outside organizations over which they have little or no 
control. Large corporations can have literally thousands of such relationships, from onsite 
cleaning staff to vendors, consultants and outsourced services. Managing security risk in 
these enterprises is fundamentally a question of trust, said Boris Otto, of the Institute of 
Information Management at the University of St. Gallen. While participants agreed that 
companies must have faith in their partners, knowing whom to trust is a complicated 
question. Otto described research he is conducting at the University of St. Gallen, in 
cooperation with the computer science department at Dartmouth College, to construct a “trust 
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model” incorporating concepts such as trust budgets and transitivity (if A trusts B, and B 
trusts C, there’s greater likelihood that A will trust C). The goal of this research is to apply 
social concepts of trust to technology-driven systems.  
 
  
Protecting Good People from Poor Decisions 
 
Human nature is frequently at odds with good security practices. People may take security 
shortcuts in order to work more efficiently, or they may ignore security steps because they 
are lazy. Conscientious employees make poor decisions, such as using insecure devices at the 
corner coffee shop. Managing that risk becomes a question of protecting the enterprise from 
its own people, which often boils down to protecting people from themselves.  
  
The HBGary Federal hack offers a cautionary example. The security firm ran afoul of 
Anonymous in February 2011, when then-CEO Aaron Barr told the Financial Times that 
he’d discovered the identities of several members of the hacking collective. Anonymous 
responded with a devastating attack, defacing the HBGary website, hijacking Barr’s Twitter 
account, and stealing 60,000 internal emails, which it promptly posted online. They even 
wiped Barr’s iPad. 
  
The initial headlines read as if the firm had provoked the wrath of a team of super-hackers, 
but the truth is not nearly so sexy. Simply put, HBGary employees had left the doors open, 
through a combination of weak passwords, password reuse, and astonishing credulity. 
(According to Forbes, the Anonymous member who posed as HBGary CEO Greg Hoglund 
and tricked an administrator into giving access to his rootkit.com website may have been a 
16-year-old girl.)  
  
The most important of the many lessons to come out of the HBGary hack is also the simplest: 
Don’t allow the people in your organization to make stupid mistakes.  
  
Workshop participants shared their experiences in improving user behavior. Andreas 
Wuchner, Managing Director for IT Risk Control at the Swiss-based financial services 
multinational UBS, described the company’s three-layer security system, which combines 
tiered use of data classification, digital rights management, and data loss prevention.  
  
UBS is broadening its approach to the confidentiality, integrity and accessibility process to 
incorporate an end-to-end lifespan view of each data element. The company permits 
employees to use a range of devices, with access determined by the application and 
information requested as well as the person requesting it, their location, and the device being 
used. UBS maintains four levels of data classification. An iPad, for example, may only be 
allowed to access the first three levels, as UBS doesn’t sufficiently trust the operating system. 
That control is further refined by location.  
  
In many sectors, corporate control of workers’ computing platforms is a thing of the past. 
Particularly in developed regions like Europe and the United States, workers already have the 
newest systems for personal use. They have little patience for more cumbersome company-
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issued machines. As the price of new devices continues to fall and incomes in developing 
countries rise, we can expect to see the same dynamic among tech workers in China, India, 
Brazil and other emerging nations. “Our CIO foresees that within several years, we won’t 
even issue a corporate laptop.  We’ll issue a voucher and invite employees to buy their own 
device,” said Cisco’s Proctor.  While there will be exceptions—an engineer writing code in 
Shanghai will still work on a corporate-issued desktop with USB ports disabled—Cisco is 
becoming increasingly “device agnostic,” he said.  
  
Wilson argued that no evidence shows that excluding certain devices improves security. “Our 
IT people are a little paranoid. They assume everybody’s infected, and they watch for 
suspicious activity from our endpoints,” he said. When they spot red flags, such as a spike in 
peer-to-peer connections or large amounts of data moving outside the firewall, they will 
quarantine the user and inspect the device.  
 
Weissmann identified two competing schools of thought: Those who evaluate a device and 
decide to trust it, and those who assume they have no control over any device. There’s no 
question which school the device manufacturers belong to, at least legally speaking. “There 
is no product liability in software, and there is no product liability in firmware,” he said.    
 
 
A Proactive Defense against Bad Actors 
 
The market for illicit information is more active and organized now than ever. In a world in 
which botnets and stolen credit cards can be ordered online and paid for via a secure version 
of PayPal run by the Russian mafia, sensitive information becomes a highly liquid 
commodity. Because intellectual property is now more easily convertible to cash, people 
have greater motivation to steal it. “There was always a market for information, but 20 years 
ago, it was much harder to sell information,” noted UBS’ Wuchner.  
  
Whistle-blowers in the United States have a new incentive, thanks to the Dodd-Frank Wall 
Street overhaul legislation enacted last year. The law entitles whistle-blowers to receive as 
much as 30 percent of the fines that result from their revelations. This is a powerful 
incentive. It should be of particular concern to CISOs, for whom trust is the most powerful 
tool to control human-factor risk. “There will always be people who don’t necessarily follow 
the rules, but what we’re trying to do is we’re trying to drive a trust,” noted Deloitte’s Walsh.  
  
Stopping malicious users before they act calls for proactive techniques, often drawing on 
police work and the social sciences. Police detectives are trained to identify as suspects 
people who have both motive and opportunity to commit a crime. Information security 
officers can use similar techniques to recognize high-risk workers within their organizations. 
Terminated employees are one obvious group, particularly if the employee believes the 
termination is not justified. The simplest precaution is to immediately remove access 
privileges when employees are let go, yet in many organizations this remains a haphazard 
and often lengthy process. 
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Other motives are harder to discern. Activists, incentivized whistle-blowers and those 
seeking to sell information do not fit any one profile. Furthermore, many of the risk factors 
that predispose people to steal or leak information are difficult to observe in the workplace.  
  
Citing forensic and statistical studies conducted at Deloitte, Walsh said that individuals who 
cause damage to the firm typically have been under some pressure in their personal lives and 
often are struggling with substance abuse, family stress or financial problems. Forensic 
inquiries show that those who intentionally cause the company damage typically exhibit 
warning signs such as showing a lack of punctuality, filing late or fraudulent travel expenses, 
or forgoing vacations. “What we invariably find in the forensic investigations is that we as an 
organization have been sitting on that data,” Walsh said. Management and security have a 
responsibility to watch for these signs and act preemptively. 
 
Knowing that a person has not taken leave for two years is simple, but learning whether he 
has family or financial difficulties is far more difficult, pointed out Lt. Gen. (Ret.) Wolf. 
When his agency identified an individual who showed these warning signs, it intensified 
surveillance, while simultaneously notifying his superiors of the potential risk. Wolf also 
stressed the importance of knowing which people within the organization have access to 
which information. “The WikiLeaks breach was only possible because somebody really, 
really minor in the hierarchy had too much access,” he said.  
 
In another example, two temporary employees hired as meter-readers at Transco, the U.K. 
gas infrastructure provider, collected 24 DVDs full of sensitive information in just six 
months. This demonstrates the danger of allowing access to employees who don’t require it, 
as well as the risk posed by temporary employees. In the case of Transco, the temps allegedly 
were “employed by a terrorist organization to infiltrate the organization,” Walsh said.  
  
In militaries and intelligence agencies, it is common practice to compartmentalize 
information. Access is tied to job function, and promptly removed when a person leaves that 
job. This practice is less rigorous in the private sector. Swiss Re conducts quarterly reviews 
of access lists for critical applications and yearly reviews for less sensitive ones, said Sibler. 
It conducts no access reviews for the least sensitive applications.  
  
Business efficiency often trumps security considerations. Hilti routinely disables access when 
employees switch roles, but access privileges are retained for six to eight weeks, allowing the 
departing employee to mentor his/her replacement, thereby smoothing the transition. Nokia 
CISO Petri Kuivala noted that narrowing employees’ access to compartmented information 
could stifle innovation. Organizations maintain vast troves of knowledge, but combining 
seemingly unrelated pieces to create a profitable new venture requires long experience and 
the flexibility of the human mind.  
 
This observation hints at the difficulty of managing human-factor risk. Business, like human 
nature, can be fluid and unpredictable. If information security were merely a matter of 
building better systems, it would be a simpler and far less interesting task. Computers, after 
all, behave logically. The same cannot be said for people.  
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Appendix 1: Results of participant survey 
 
A survey given at the outset of the workshop revealed that nearly 80 percent of the 22 
Fortune 1000 CISOs in attendance consider human-related risk to be more troublesome than 
technical challenges in their organizations. The security executives believe information risks 
have increased in the last year, and most think that their organization will experience a 
significant breach in the coming year. They believe that EU governments do not understand 
the human-related risks and are not devoting sufficient resources to the problem. Awareness 
is better inside the enterprise: More than half have received increased company resources to 
combat information risk.  
  
Over 80% said that information risks have significantly or modestly increased in the past 
twelve months. 
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Nearly 60% feel it is likely their firm will experience a significant cyber disruption or breach 
in the next year.  
 

 
 
 
 
More than half feel that EU governments don’t understand the information risks to business. 
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Nearly 70% feel the EU governments should allocate more resources to address information 
risk. 
 

 
 
 
 
Of the information security challenges they face, nearly 80% feel that the human related risks 
are more troublesome than the technical challenges. 
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More than half have been allocated more resources to combat information risks in the past 12 
months. 
 

 
 
 
 
Most place limits on devices employees can bring to work. 
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The vast majority allow employees to access social media sites from work. 
 

 
 
 
 
Few conduct social engineering attacks to test employees. 
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