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Information Security Organization and Governance 
 

An Executive Workshop by the  
Center for Digital Strategies at the Tuck School of Business 

and the Institute of Information Management at the University of St. Gallen 
 
We convened a day-long workshop for Chief Information Security Officers (CISOs) at Kartause Ittingen 
in Warth, Switzerland.  The topic of the day was the organization and governance of information security 
in corporations, given the nature of the changing information security threats and the challenges of 
supporting new business models and technologies in the workplace.  CISOs from industry and 
government joined with academics from the US and Europe to discuss what was needed to address these 
threats and challenges. Participants in the session included CISOs from ABB, Adidas, Bechtel, Cisco, 
Daimler, Goldman Sachs, Hilti, ING, Novartis, Schindler, Swarovski, Swiss Reinsurance Company, the 
Swiss Confederation and UniCredit.  The workshop was hosted by the Center for Digital Strategies at the 
Tuck School of Business at Dartmouth College and the Institute of Information Management at the 
University of St. Gallen. 
 
Key Insights Discussed in this Overview: 
 

• The consumerization of IT is a major source of security challenges. The behavior and 
expectations of employees has changed, making it imperative for corporate IT to proactively embrace 
the use of the right technologies and proactively scout for threats ..................................................... 2–3 

 

• Blocking websites and shutting applications down is not working anymore. Users now demand 
an appropriate replacement for any software that gets shut-down, even a consumer product. 
Additionally, with 4G-connections, blocking websites is also becoming questionable ..................... 2–3 

 

• IT-enhanced products and services are a new avenue for attacks. No matter if it is car IT, remote 
monitoring/controlling of industrial devices, or tracking of people, as the services and products of 
companies become IT-enhanced, it makes them vulnerable to attackers. Information security therefore 
has to be more involved in product and service development ............................................................ 3–4 
 

• The role of information security is changing and makes reorganization necessary.  Information 
security has often been a part of IT. Now that IT is not only owned by the IT department and since 
information security topics are emerging in most departments, it is important to place it where it can 
function and be governed best in each corporate culture ................................................. 3–9, 11, 14–16 
 

• Keeping talented people within the corporation is challenging. While information security is 
becoming increasingly important and information security departments are growing in headcount, it is  
necessary to offer appropriate career paths to keep talented people in the company ....................... 9–10 

 

• Information security needs people that can sell the topic and show leadership-skills. While 
technical skills are still necessary, a diversified skill set, which includes soft-skills, has become 
necessary. Information security people need additional skills such as strong communication skills, the 
ability to influence people and “sell” the topic within the organization ......................................... 11–12 

 

• Key performance indicators and reporting are important elements of information security 
governance. Communication with other parts of the business and with management is becoming 
increasingly important. Key performance indicators can be an important instrument ................... 12–16 
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• The interaction with governments is of growing importance. Despite improved collaboration,  
governments need to react faster to incidents and collaborate with other companies and countries to 
define policies, enforcement, and punishment for acts of cybercrime ................................................. 16  
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Introduction: Consumerization and Shadow IT 
 
Since the introduction of the iPhone in 2007, IT and the general perception of what IT should 
and could do has radically changed.  IT had often been perceived as complex and difficult to use, 
and consumer devices such as smartphones and media tablets led to an implicitness that 
everything can be done easily just with the right app. This new expectation that “IT just works” 
has spilled over into corporations and leads increasingly to the question “Why can’t corporate IT 
be like consumer IT — easy and convenient to use?”  
 
A major aspect of this question is the trade-off between risk and convenience and the attitude 
towards IT risk in general, as Scott Bancroft, Group CISO at Novartis, described: 
 
“The attitude towards IT risk has changed from pretty conservative to an extreme where when an 
idea has got the term ‘mobile’ in front of it, then everything is worth the risk. So my job is not to 
say yes or no.  My job is to point out the level of risk, and then it is the business that accepts or 
does not accept it.  But at the moment, they are just accepting almost any risk on the basis that if 
it all goes pear-shaped, someone like me will sort out.  So the business attitude to risk changing 
has become more of an issue than it was two or three years ago.” 
 
Even very risk aware industries, such as the banking industry, are experiencing comparable 
changes in the attitude towards IT risk, as John Holland, CISO of Credit Suisse, confirms. But 
equally, his stakeholders from business are asking “more challenging questions and want to 
understand the level of risk that they're running, how they could be exposed, whereas two-three 
years ago, they would never have even thought to come and have that dialogue or ask me those 
questions.” Hence, while the awareness of IT-related risk has increased, other parts of the 
business have also started to be more willing to take action and address these risks. 
 
Martin Sibler, member of the information security team at Swiss Re, agreed with Holland that 
there is a “trend towards more risk discussion and then also risk acceptance.” But he also 
mentioned that when useful software applications, for example Dropbox, turn out to lead to too 
high risk exposure, the users will not accept just turning them off, but will expect to be offered a 
more secure replacement. Therefore, just shutting down an application is not an accepted 
approach anymore. 
 
Valentin Simic, Corporate Information Security Manager at Swarovski, continued this thought 
by proposing that information security needs to be more consumer IT-focused at all: “For us it 
seems that security is more and more driven by the consumer. It's not that you need a business-
reason why someone should have an iPad, but it is just the simple fact that he or she is using that 
device at home. This is true for hardware, but it's also true with software, which makes it a major 
issue for us in information security.” 
 
Holland agreed with this statement and summarized that IT therefore needs to be proactive and 
needs “to embrace the new technologies because you're not going to be able to stop them.” 
Therefore, Credit Suisse started to be more open to the usage of consumer device at work: “The 
approach we've sort of taken is to block what people do in the office, but allowing them to bring 
their own devices, so whatever they do on their personal space.  And we've even gone as far as  
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providing unrestricted WiFi in our main offices building. That means the employees can browse 
the internet and do what they would normally do because they're going to have a 4G connection, 
anyway, so we've just given them WiFi.” 
 
While the discussion was focused on the usage of consumer hardware and consumer software, 
Olivier Gourinchas, Head of Market Reach, Service Management and IT Security at Hilti, added 
another dimension by mentioning that some users have even started to set-up complex IT 
systems and server farms the IT department is not aware of: “People are getting very creative, 
and then when we start on our own level discussion with, for example, Amazon and other cloud 
providers, we discover contracts already set by some guys in the company who have now their 
own server farm and are installing their own environment and have applications deployed for 
some person in the company in a completely uncontrolled and invisible way.” 
 
All of these self-provided tools (smartphones, apps, or even server farms) that are used without 
the knowledge of the IT department, can be summarized under the term “shadow IT”, which 
seems to be one of the major issues accompanying IT consumerization. 
 
While shadow IT is inevitably an issue to information security, Bancroft added that these kinds 
of IT tools also become an issue in terms of IT support: “When Dropbox is too slow or not 
available, they ring the service desk.  ‘This is business critical.  I must have my data.’ ‘What do 
you want to do about it?  It's a server somewhere. I don't even know where it is.  It might be in 
California and it might be in Azerbaijan.’ It's a bit like ringing you up and saying, ‘I'm at home 
and the internet's slow.’  ‘What do you want to do about it?  There is no SLA.  There is no 
quality of service.  There is nothing.’  So it's, ‘Try again later.  Pretend you didn't know.’” 
 
 
Increased Threat through IT-Enhanced Products and Services 
 
Enrico Senger, Head IT Strategy & Transformation at Schindler, described that one of the 
biggest business opportunities for Schindler — the automation of service remote monitoring and 
remote maintenance — might also lead to higher risk exposure from the external environment.  
 
Gary Lawlor, CISO at the adidas Group, added another example for IT threats related with IT-
enhanced products: “One of our shoes talks to a base station to tell you exactly how hard you 
kicked the ball, what angle your foot was at, so there is technology in things that you wouldn’t 
conceive of. But that data also tells you if an individual, for example, for one of the professional 
teams, is kicking less hard this month.” 
 
Another workshop participant continued by mentioning that there was a “big discussion on IT 
security concerning car IT.” On the one hand, there is a demand for innovation by adding new 
technological features. On the other hand, the companies need to figure out what needs to be 
protected, e.g. customer data. “We’re trying to cater to everyone, so that's a challenge on various 
levels.” 
 
Yvon Le Roux, Vice President Cyber Security at Cisco, followed-up on this issue by describing 
the challenges that Cisco is facing: We have to be “very aggressive in terms of proving out 
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[testing] our products.  The more we prove out our products, the more we get hacked.  There's a 
direct correlation if they know that we're going in one direction in terms of technology, we get 
hacked two days later or a day later.” He pointed out that having a strong IT information security 
organization that is willing to share experiences both formally and informally is one of their 
major advantages. 
 
 
External Threats: The State of Play 
 
Moderator Hans Brechbühl asked the group what was different in the external threat 
environment (rather than internal vulnerabilities) from when the group last met a year ago.  
 
Nick Godfrey, Head of EMEA Technology Risk at Goldman Sachs, responded that “there are not 
necessarily new tools or techniques or even actors.” But he described that attackers “are 
beginning to understand how to either disrupt the financial market system and core systematic 
problems and/or where investment banks and other non- retail firms have interesting 
information.” 
 
Markus Hänsli, Vice Director at the Bundesamt für Informatik und Telekomunikation (BIT) in 
the Swiss government, indicated that the only difference he sees lately is that the attacks are 
increasing. “It’s a bit astonishing,” he continued, “that they are not much more sophisticated,” 
but added that he fears the problems we don’t anticipate because we can’t imagine them, and 
indicated that, for instance, mobile devices are now a vulnerability and what happens there in the 
next year is yet to be determined. 
 
Josef Nelissen, CISO of ABB, echoed that while such external threats as advanced persistent 
threats (APTs) are an issue, these types of attacks are perhaps easier to quantify than the issues 
emerging from consumerization of IT, mobile devices and the wide distribution and use of data. 
   
Kelcey Tietjen, Information Security Operations Manager at Bechtel Corporation, however 
relayed the turmoil caused within Bechtel by a very focused APT that Bechtel suffered at the 
hands of some coordinated Chinese groups.  The attack, an extended, prolonged affair, caused 
Bechtel, after months of planning, to shut down any access to the internet for the company for 
72 hours, an extraordinary step in these days of connectivity, and caused a rethinking of 
Bechtel’s approach to information security and the info sec organization.  
 
 
Meeting the New Challenges: Deter, Detect, Respond, Remediate 
 
In a presentation to the other participants at the CISO Workshop, Tietjen described the 
transformation of information security at Bechtel from a security operation center (SOC) 
comprised of three employees to a SOC encompassing 50 employees that are working just for 
security operations and incident response. “So we had to move to a new model that's ‘deter, 
detect, respond, remediate’. And so all of our investment was in detection-response-remediation.  
We already had a lot of deterrence. We invested a lot more in deterrence. You can't get rid of it, 
but what we told our board is that we're going to be compromised.  It's just how quickly do we 
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get the compromise out of our network.” Figure 1 illustrates the new security model used by the 
SOC at Bechtel. 
 

 
Figure 1: Illustration of the new Security Model at Bechtel. 

 
Basically, the new SOC is based on five-pillars as the guiding principles: 

1. People with documentation and soft skills, who are able to mine and analyze large 
amounts of data, understand programming and operating systems and who own tool 
versatility and creativity. 

2. An open, collaborative working environment. 
3. The visibility of data and the capability to have a perimeter, no matter where the data is 

stored (e.g. “Who's opening up the files? Who's editing it through an API call?”). 
4. A technology stack including a firewall, full packet capture across the entire world, an 

application firewall, DNS protection, email blocking and logging of servers and work 
stations, among others. 

5. Key performance indicators (KPIs) that reflect how quickly you are able to protect 
Bechtel’s data (i.e. time to detection, time to response from detection, time from response 
to remediation) as well as fast report generation including trends. 

 
According to Tietjen, one of the major improvements of the new SOC is the generation of 
reports, which help to display the pain points in information security and the areas where new 
investments in IT are required.  
 
 
Change in the Information Security Organization 
 
Spurred by the presentation of the new approach implemented by Bechtel, the discussion moved 
on to the question of how information security needs to be embedded into an organization to 
meet the new challenges arising in nearly every department of a corporation and respond to the 
changing environment.  
 
Goldman Sachs’ Godfrey gave the example of the Threat Management Center (TMC) they set up 
during the last 6-12 months. The objective was to build capabilities to read threat indication 
information and so they hired and trained people to meet this objective. Bancroft gave a related 
example: Novartis has set up a Security Command Center in Prague for a similar purpose, with 
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lower wages and the ability there for adding headcount being the main reasons for setting up the 
center in the Czech Republic. 
 
Adidas is taking an analogous approach, Lawlor explained. They introduced a Security Event 
Management Center (SEMC) that consists of two tiers. Tier I is responsible for maintaining and 
running the infrastructure, whereas tier II is responsible for handling all events globally. Like 
Novartis, headcount is an issue. 
 
Paola Francescucci, Head of Security Governance in the Group Chief Security Office at 
UniCredit, indicated that whatever the actual organizational changes, information security needs 
to be more people-focused: “It was and is important to make people understand, even the 
common employees, the role of security.” She and her team “started to create a connection to the 
business in the sense that it is important that also the top management understands the value that 
security can bring.” They developed a relationship with the corporate investment banking sector 
in terms of awareness for the management of data information as well as the policies in place. 
 
John Holland described how the organization of information security changed at Credit Suisse: 
“So traditionally, IT risk used to sit in our CIO organization, and we made an organizational 
change a year ago now moving that into our chief risk officer's area, so completely out of IT. I 
think that was done for a number of different reasons, but I think one of them was segregation of 
duties and recognizing that IT is not the only owner of technology in the firm.” The positive side 
of this change was that the IT risk department got closer to the business, Holland elaborated. The 
negative side is that they still needed to influence IT spend, which was and is a challenge to do 
from outside IT. 
 
 
So Where Should the Information Security Function be Placed? 
 
Novartis’ Bancroft followed-up on Holland’s example by explaining why — in contrast to Credit 
Suisse — information security is not a part of enterprise risk management at Novartis. He stated 
that IT risk is considered a small part of enterprise risk, which is why it still resides under IT. 
Additionally, “we don't have a chief risk officer, and in financial institutions, at least from my 
limited knowledge of them, the chief risk officer has really quite a lot of power,” Instead 
Bancroft has a direct reporting line to the chairman, not the CEO, “because the CEO is 
considered commercial and the chairman's considered advisory.” 
 
Ton Diemont, CISO at ING Group & Bank, responded that he wants to help management 
understand that they should not only focus on the commercial perspective, but that they are also 
responsible for changes in the applications and infrastructure to a certain extent, thus for the 
whole value chain: “We really separate the security operations and whether you call that IT 
security or whatever from the risk management parts, the CISO is within the risk management 
part, but still has a strong functional line into IT security, into security architecture, into the 
CSIRT, which we do together with the guys who are doing forensics as well, so that's a joint 
effort.  But, basically, what we want to do is to make the business side more aware of their value 
chains.” 
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Whatever the structure, participants agreed that it is important to keep information security 
connected with the other departments, which are dealing with risk issues. Francescucci posed the 
question to the group whether they have “clarity and a very precise model in terms of 
information security which is a wider concept.” She described that UniCredit SP, which is a 
holding company, has policies which build the basis for ICT security policies. On the other side, 
there is UniCredit Business Integrated Solutions (UBIS) which is “the global factory, at a group 
level for procurement, real estate, back office and ICT” and which includes ICT security. 
Francescucci added, that one of the next steps is thinking about the creation of a wider concept 
and structure of information security at the holding level. 
 
Kah-Kin Ho, Head of Cyber Security Business Development at Cisco stated that at Cisco, 
information security is parked under Corporate Security Program Office (CSPO), but also has a 
dotted line to IT since they still need to operate within the IT operating framework. He further 
argued that it is useful to pull information security out of IT, because Cisco is trying to link 
together the department of physical security, which is also located under CSPO, and information 
security in order to find threats: “So for example, if someone logs in from our Tokyo office in 
Japan, and two minutes later this same guy is being badged into a building in San Jose…so you 
have to have that link for you to better detect threats.” 
 
Of the corporate entities present, nine information security risk organizations reported primarily 
to IT and five reported outside IT, with the latter consisting of the banks with the notable 
exception of Cisco Systems. 
 
The group concluded that there was no one-size-fits-all solution. However, companies can ask 
themselves four important questions regarding the best placement:  
 

1. Where do you get the best support? 
2. Who understands what you do / need to do? 
3. Where can you best build relationships and have a supporting structure? 
4. Where can you keep some level of independence? 

 
Holland from Credit Suisse concluded that it depends on the organization and industry. 
However, the most important criterion of placement is where you are best supported: “The key is 
where is the quickest way to get to your board, because that's where you know you're going to 
get your influencing ability.” 
 
Bancroft pointed out the importance of being met with a certain level of understanding: “So 
CIOs don't always understand the security world, though one hopes they are at least vaguely 
interested in technology. But if you have to explain what a DDOS attack is to the board, let’s 
say, that is not a five-minute conversation. They don't know the concept. They don't get it, and 
trying to educate them is just not viable in the time you’ve got.” 
 
Lawlor from adidas— who reports to the CIO — emphasized the relationship network: “Even if 
you're not directly supported from where you sit, if you can inspire out into the network and have 
that proper support from the audit, from data protection, from legal, you can build your own 
support structure to ensure that you have the influence that's required to do what you need to do.” 
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Hilti’s Gourinchas added an emphasis on independence: “I’m not even reporting directly to the 
CIO. That's also kind of depending where I am with the rest of my duties. What's important for 
me is that at least we must be sure that we can keep this independence in our analysis and the 
recommendations we make.” 
 
To illustrate the importance of independence, Holland shared an experience about engaging with 
the rest of the business: “The application development teams would almost feel offended [when I 
worked under IT]: ‘You're reaching out to my business clients. They're mine. I worked for those 
relationships.’ And now out of the CIO [reporting structure] that conversation doesn't happen 
because we're that independent a function.” 
 
Bancroft emphasized that it doesn’t really matter where one is placed as long it operates 
effectively: “I can't do my job without the IT organization, can’t do it without audit, but I can do 
it without ERM — they don’t have enough power.” Gourinchas from Hilti was of the opinion 
that reporting to the CIO makes most sense. With audit he saw a conflict of interest and for 
ERM, information security was just a “drop in the water.” A third participant as well favored the 
CIO option, but raised the question of the existence of a chief risk officer: “For those reporting to 
the CIO: Do they have a CRO, like financials, that they could report into, or is that [the CIO] the 
only logical conclusion? Certainly, a CRO is an interesting option.” 
 
Sibler from Swiss Re did not believe in the IT model: “We are part of operation risk 
management, and it works. I think the big advantage is we also have the close link to business 
risk, so from an information perspective, this makes certainly sense. The focus is not only IT, 
which also helps to provide some business value to the folks at the business end, being perceived 
as an enabler in some areas. We have a close relationship to audit, but just to help the business 
get moving.” 
 
Boris Otto from the University of St. Gallen concluded that there would not be a one-size-fits-all 
solution: “In the end it depends on the organization: on the governance model, on the 
diversification breadth, on the industry, on the size, on the international expose, and so on.” 
 
 
SOC vs. CSIRT and Separation of Duties 
 
The question of the difference between SOC and CSIRT structures and duties emerged.  The 
group discussed a definition of these terms presented by Bechtel’s Tietjen, which led to the 
conclusion that a SOC is responsible for the day-to-day operations of security events, whereas a 
CSIRT rather deals with emergency response, investigation and the development of IT security 
architectural and engineering solutions. Moreover, they identified that mostly IT skill sets are 
required, i.e. forensics analysis, network protocol, (malware) reverse engineering, among others. 
 
Gary Lawlor added that in practice the adaptation to the specifics of the company is a very 
important. “We tried to align as much as possible in the definition of the SOC, what fits in the 
CSIRT, but it's different.  Every company is slightly different because of the structure, reporting 
lines, how to fund it, where your influence is coming from. So you need to kind of adapt. The 
principles are the same, but the actual physical implementation of it can be quite different.” 
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While discussing the definitions of SOC and CSIRT, the question of how to separate duties 
emerged. Markus Hänsli started by describing an approach, which is based on two paths for the 
separation of duties in information security: First, an operational path with automated monitoring 
and experts in the form of engineering, investigation and APT teams; Second, a path containing 
the service management of those operational tasks. 
 
Kah-Kin Ho continued by describing Cisco’s model of operationalizing the use of intelligence. 
Within Cisco there are three different categories of intelligence. The first category is called 
“collaborative intelligence” and contains the work with different agencies like the Department of 
Homeland Security and the National Security Agency (NSA) as well as information security 
forums. The second category is called “commercial intelligence”, which consists of Cisco’s 
internal security intelligence operational unit as well as intelligence bought from vendors. The 
third category of intelligence contains Cisco’s business unit employees themselves, who discover 
and report vulnerabilities within their products. 
 
Ho’s Cisco colleague, Yvon LeRoux, pointed out that people located all over the world and 
working for information security is a huge asset for companies, because they know what goes on 
locally. 
 
Bancroft described that Novartis was part of an informal network of people from various 
industries, who shared security relevant information on the basis of trust. 
 
Nick Godfrey added that there was a need for “structured formal communication using machine 
readable protocols”. He further explained: “So if you are moving a lot of threat intelligence 
information around and sharing your threat intelligence information around, you can't 
realistically deal with that manually.  Scott said it.  You get e-mails with 200-300-500 IP 
addresses in all the time, and you can't have teams sit in there and re-buy in that entry system.  
You need to be able to read it.” 
 
 
Keeping and Hiring the Right Talent 
 
Referring to intelligence, Hänsli pointed out that “you need guys with an intuition of what is not 
normal communication.  So the value of the team is not in the machine, it’s in the guys you have 
on the team as they share the knowledge.” 
 
“How are you keeping those people? Holland asked. “That’s the challenge I am having.” 
 
“You gotta try and put some form of career path in for them,” Bancroft indicated and continued: 
“So if you hire a first-level analyst and his outlook for the next ten years is he's gonna come in 
every day and he's gonna stare at the screen, no one wants to be — to settle for their place in life 
at a first-level security analyst, but they want to be the second-line analyst.  They want to be in 
your APT or CSIRT or whatever you call a team.  They want your job one day.” 
 
Tietjen described that their career path was from “SOC to CSIRT”. He further described: “We're 
also looking at the SOC as kind of like the minor leagues to development team to the kind of pro  
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team, and we've actually moved some people from the SOC into the CSIRT so they could see if 
there's that career path of moving from our operations center in Glendale. The CSIRT is in San 
Francisco, so it's kind of also separated, not just moving up.” He added that to the degree 
possible, to give their employees challenging tasks without restricting them. 
 
Cisco’s Ho made two suggestions how you could counteract attrition: “One of the things I try to 
do is to basically bring our investigation team and the APT team and get them to talk to 
customers, engage them, proof of concept, and things like that.  So that gives them more variety 
in their job scope. The other thing is you have to look into the tools that you provide them as 
well because some tools — and this is Cisco’s experience — some of the tools that we had were 
not flexible enough, didn't empower them to look for stuff, and they want to look for stuff, but 
the tools that they have in place just didn't allow them to do so.” 
 
While the discussion first focused on keeping talented people in the company, it evolved to the 
question of how to hire the right talent. Many new skill sets and talents that had not been needed 
in the past are required in information security and risk organizations. Examples of new skills 
are: modeling and analysis skills, cyber forensic skills, security skills, business process 
understanding, or communication skills. More diverse backgrounds, not just technical, are also 
an asset. 
 
Tuck’s Brechbühl recalled a conversation with a senior executive of a Bulgarian bank: “For 
instance, forensic talent is needed more, he is hiring people with police-type talents, 
investigative-type talents into his information security organization that nobody would have 
thought or seen a need for five years ago.” 
 
“Business process understanding” is another important skill, as Swiss Re’s Sibler pointed out: 
“You certainly need a person that has a clear understanding about business, and is able to explain 
in layman terms to the business what the risk is.” 
 
Bancroft added that communication skills are increasingly important: “In today's world of bring 
your own everything and consumerization of IT, the end user is at least a little bit smarter than 
they were a few years ago and you spend much more time to explain to them in much more 
detail than perhaps you used to have to. Now both verbal and written has become more important 
than it was a couple of years ago.” 
 
In addition, Markus Hänsli from the Swiss Confederation emphasized the importance of “inter-
human communication” as opposed to “inter-machine communication.” 
 
Bechtel’s Tietjen described how in his team they had “people who were prison guard to PhDs in 
computer science.” He emphasized that though they all had varying skill sets; they all had the 
same mindset of being an analytical thinker. 
 
Finally, Cisco’s Ho shared an example from Swissgrid: “They actually have a senior security 
advisor whose background has got nothing to do with security. He can probably spot things that 
people who are very focused on security may not be able to see because we look at it every day.” 
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The Importance of Building Leadership Skills for the Team 
 
While the discussion yielded the importance of a very diverse skill set for people in information 
security, it also highlighted the importance of an effective leadership team. There are several 
ways of building a robust leadership team that can influence not just information security or 
information risk, but go beyond that. Key factors are integration with the rest of IT, skills outside 
the narrow traditional definition of information security, and more diverse backgrounds. 
 
Bechtel‘s Tietjen emphasized the importance of getting the team integrated with the rest of IT 
and the whole company and showing the benefits not only for security, but also for operational 
excellence in the rest of IT. 
 
Novartis’ Bancroft focused on one-to-one coaching and educating his people for the skills they 
might need in 5 years, outside the information security business: “My techies hate me 'cause I 
make them go on negotiation skill courses and time management. The non-techie stuff. So they 
want to go to somewhere that begins with Microsoft and ends with tech ed. And I send them to 
someplace where they sit in a classroom for three days and learn to negotiate.” 
 
Lawlor likewise was convinced that skills outside the core information security business are very 
important. His team members at Adidas have to go through several three-day off-site leadership 
seminars: “Huge to me, is understanding the business. If we do not integrate ourselves with the 
business, we will never be successful. We need to understand what they want and how to provide 
it to them from a marketing perspective, sales perspective, consumer perspective. It all has to be 
understood. So we're teaching them those skills. For some of them, there are a lot of ah-ha 
moments. Guys that had never taken a course like this. They've always been security.” 
 
For Cisco’s Ho, soft skills were very important: “I think part of being a security leader is not just 
being seen internally that this guy is really good with security. I think you have to push people 
out to forums and basically get them to present their ideas and best practices.” 
 
Additionally, Holland from Credit Suisse underlined team diversity. “So in some cases, I don't 
want an information security professional. I want an application developer. I want an 
infrastructure expert. And I may bring them into my team. I don't care they may not have a 
CISM or a CISSP because I want that expertise and background, that's blended with I need 
clearly a team of info sec professionals.” UniCredit’s Francescucci agreed, highlighting the 
importance of bringing in people who can see the bigger picture and have different experiences 
and competencies.  
 
Diverse backgrounds and soft skills were also seen as very important to better sell or market the 
own function within the organization. With this in mind, several CISOs mentioned having hired 
someone with marketing skills recently to help with communications from the information 
security organization to other areas of the company. 
 
Valentin Simic explained Swarovski’s lateral leadership training: “This is what I think is hugely 
important for my guys to be able to influence others and to strongly mention to sell information 
security at appropriate times to VPs and to certain other senior-level persons.” 
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As a concluding remark, Bancroft pointed out that not everyone wants to be a leader: “They say: 
‘I want to be a techie. Leave me in the basement with the servers. Don't put me in front of 
people.’ And you need some of those people. Not everybody wants to be the CEO.” 
 
 
Effective Information Security 
 
While discussing the importance of good leadership and the ability to “sell” the topic throughout 
the corporation, the discussion broadened and reached a point where the general question of 
“what is effective information security?” emerged. This led to a discussion about key 
performance indicators for information security. During this very lively discussion, several 
measurements where mentioned, which are listed in the following: 
 
General measurements 

• Virus incidents 
• Security incidents 
• Cost of loss 
• Compliance / audit (PCI) statistics 
• Risk register statistics 
• Secure development lifecycle times 

Measuring the information security organization 
• Number of security events 
• Number of targeted events 
• Time to detection 
• Time to response 
• Time to remediation 

Measuring business unit 
• Local infection rate 
• Click rate of test phishing 
• Account/password exposure 

Input indicator 
• Level of DDoS maturity (3tier included) 

Output indicators 
• Disruption because of DDos 
• Number of data breach incidents (public) 
• Testing of disaster recovery maturity 
• Budget for information security 
• Number of new, high critical findings in audits 
• Number of Vulnerabilities 
• Certification level of security managers 
• GAP to minimum SAP security baseline 
• COBIT Self-Assessment 
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Credit Suisse’s Holland advanced on the issue: “A very interesting KPI was the cost of the loss 
and building that into some of the reporting and metrics that goes out to justify why you’re doing 
what you’re doing.” 
 
Regarding compliance, Holland elaborated: “For PCI reasons there are actually metrics that you 
have to produce and have to present, so you can't choose them as they're dictated by your PCI 
compliance. They are prescriptive.” He further discussed the risk register statistics: “We have all 
this data we gathered from risk assessments and other activities, and mining. Perhaps some of 
those metrics and KPIs could be used. We do have risk assessments, but we have to be 
reaccepted annually. And that gets reported to senior management and the executives.” 
 
Clarifying the secure development lifecycle KPI, Holland raised some questions to ask in this 
regard: “Is IT complying with cycle? Are they meeting these requirements? What's that 
measurement on an ongoing basis?” Finally, “Looking at security trends and themes, important 
information to share with your executives via newsletters,” Holland concluded, “but not 
technically a KPI, more generally sort of showing how the game is changing.” 
 
Swarovski’s Simic gave an example of the KPI they call local infection rate: “It's a key 
performance indicator for the local management because we are highly distributed and we 
recognize that the more away they are from headquarters, the less they care about security and 
the more virus infections we saw. So we installed something measuring the number of detected 
viruses divided — compared to the number of pieces in this location. And this ended up in a list 
that no one wanted to be on the first place.” 
 
Swiss Re’s Sibler added a comment about the budget for information security: “I believe six 
percent [of IT spending] is the Gartner benchmark, right? I don’t know exactly. And we said this 
is measuring the effectiveness of the information security.” 
 
Hans Brechbühl agreed on the use of the budget as a benchmark, but didn’t agree on its point as 
a key performance indicator: “Should that be a high number or a low number? Is seven percent 
better than six percent, or is it worse than six percent? I don’t think it says anything about 
performance.” 
 
Tietjen shared his point of view on the budget KPI: “For us, we base our cost of off IT costs, 
which I go off of how much we're costing revenue. So like work off hours as we call it, so the 
more work — the more money we're charging to revenue per person, then that's so we have to 
kind of make sure that security is somewhere within the IT spend and so we don't base it off of 
budget, it’s how much we cost.” 
 
ING’s Diemont tried to see it from another perspective: “It's not about whether seven or five 
percent is better — it's more about putting a stake in the ground.  When we did that the first time, 
and we were calculating these on the three percent and really look at let's say all the incidents, all 
the losses we have, this at least gave us additional [ammunition]. People were still saying, ‘Well, 
security, we spent a lot of money on this. Hey, guys, we're spending only three percent. The 
average of the companies is just been six percent.’ So it's not a let's say hard rock science 
whether you're good or bad. At least it's a stake in the ground.” 
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Novartis’ Bancroft concluded “I go and see the boss and say I need another $5 million to do this. 
And they say, ‘Oh, we're spending too much on that.’ Normally six percent and this is fine. But I 
don’t report on a regular basis — I drag it out [as a supporting figure] when I need some more 
money, basically.” 
 
 
Aligning Information Security KPIs with Business KPIs 
 
As the discussion already highlighted, the connection between information security and the 
business is very important. Therefore, another important factor when using KPIs is the alignment 
of the metrics with general performance measurement system. 
 
Diemont explained how ING aggregates all the different metrics they have for information 
security within one final KPI: “We have a kind of enterprise risk management system in which 
we put in all the assessments of the controls: effectiveness, maturity, instance, losses, audit 
findings. So you bring them all together and that produces a kind of metric at the end which 
determines the level of off IT risk. In the beginning of the year the targets are determined, also 
based on the previous year. And at the end I'm the guy who needs to determine whether or not 
they have met that target and their incentive will be calculated accordingly. It’s a very strong 
stake in the ground.” 
 
Bancroft compared the KPI report to SLAs (service level agreements) and pointed out what was 
important for him: “The KPI report should be a way to drive behavior of other people.” 
 
Holland provided details about another topic — the audiences where some of this data can be 
used: “A lot of it is probably more regular base reporting that is done. But we saw examples 
across the different organizations about where they're leveraging it either in aggregated form, 
rolling it up to various executive committees, risk and audit committees. I think a bit of a 
combination from people presenting it in person versus it being in just reports that go up to these 
committees.” 
 
But is reporting really necessary? Bancroft gave an example that challenged this assumption: “I 
used to have to produce a vulnerability report, and one month I deliberately added a million extra 
vulnerabilities in it, and there was a huge spike in the chart. No one noticed. No one asked 
because no one was reading it. So I stopped reporting that, and no one noticed. I don't report on 
things unless they're being used. Just for the numbers sake is just a waste of everybody's time 
and your e-mail space.” 
 

Information Security Governance Models 
 
While talking about effective information security and related measurements, the discussion 
shifted toward information security governance. Nick Godfrey from Goldman Sachs started the 
discussion by outlining five characteristics of effective information security governance: 
 

1. Clear responsibilities at top management 
2. Clear accountability down through various layers of management 
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3. Clear principles, policies and operational practices 
4. Regulatory compliance & multi-dimensions of governance 
5. Timely and effective escalation of incidents 

 
Clear responsibility and accountability of the top management is important because that is where 
accountability lies for the effective running of the firm and the operational risks and also where 
the regulators expect to see the responsibility. Godfrey clarified: “With top management, we 
think about the board of directors, ultimately. But then you have to ask: What do they need to 
know and how? How much information is enough? The question is how much your CEO 
actually understands this stuff.” 
 
Regarding clear principles, policies and practices, Godfrey added: “The governance model 
should extend from the top all the way down to the individual employee.” About the 
consequences of regulatory compliance Godfrey elaborated: “One thing the compliance does 
generally bring in many companies is that the governance structure becomes quite complex and 
multi-dimensional. You might have multiple governance structures (country, business) to satisfy 
the requirements the regulator will have in different jurisdiction.” Godfrey added to the fifth 
characteristic: “It is not just about committee reporting in a staged and structured fashion. It is 
also about the timely and effective escalation of incidents and the raising of issues and making it 
work.” 
 
In addition to the five characteristics, three different layers and structures of the committees and 
parts of the organization were identified. Godfrey illustrated: “First, most firms are doing 
something on an annual basis on the level of the board of directors. This is kind of what 
regulators and governments seem to be expecting.” Godfrey went on: “And then second, 
underneath that, it seems as though a lot of information security technology risks all roll up into 
what might be framed as operational risks. Therefore, more detailed committees and structures 
build the second level. This operational risk committee does periodic reporting (monthly or 
quarterly) and instant escalation.” 
 
Godfrey concluded with discussing the way of defining responsibilities, processes and oversight: 
“You would probably have to start getting into the definition of key assets and critical 
information. Firms can classify information and they can absolutely apply controls in the right 
ways when they need to. We see it through personal data, so PCI, they have protection 
legislation, and everything generally drives a fair degree of data classification on that specific 
subset of data, and we apply controls and we manage it accordingly.” 
 
Paola Francescucci from UniCredit highlighted the importance of power and the right 
positioning of CISO functions and roles: “An important thought is exercising the right power in 
terms of requiring and requesting from peers the needed contribution and collaboration in order 
to make things happen because power is not only for your own sake, but it's also to make things 
happen, and to create value within the company.” 
 
Hänsli emphasized the importance and use of power. “Sometimes I have security reports where I 
need the other colleagues to act, either to change processes or to change systems. And then I 
personally address that. This is different. The point is they need to know that on a high 
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management level there is attention on the security subject. Otherwise, it doesn't work. So it 
really needs to have the power and it needs to use the power.” 
 
Ten of the participants had an information security board in place. All of them had top 
management on the board and in eight out of the ten security boards more than 50 percent of the 
people were from outside of IT.  Diemont added to the discussion that ING has a slightly 
different approach, which includes two committees, one that deals with the CIOs and another one 
with the business executives.  
 
 
National Security and Governmental Interaction 
 
While the discussion was more focused on company-level issues, questions relating to the 
macro-level also started to emerge. It was concluded that the area of national security level and 
the collaboration of the private sector with governments is more and more sensitive and of 
growing importance. Progress can be observed, however it is still not in a good shape yet. The 
biggest challenges are governments acting too passively and the differences between countries. 
 
Related to these issues, the impact of cybercrime cannot be neglected anymore, as Cisco’s Yvon 
Le Roux illustrated: “Two statistics that we got recently from the impact of cybercrime on two 
nations: Contribution of ICT in the UK to the GDP is four percent. That is negated three percent 
by cybercrime, plus unknown, which is espionage, which means it is a zero-sum game. Same 
statistic for the Netherlands was plus four, minus two.” 
 
Governments are realizing this impact and starting to work together with companies. Diemont 
pointed out: “We now have a gathering with the ministry of justice and finance and all the CIOs 
of the banks and the Dutch Banking Association, and they agreed that we would appoint a 
banking liaison function.” Despite the increase in collaboration and exchange of expertise, 
Diemont was under the impression that regulators are behind and not proactive enough. 
 
This perception that governments are reacting too slowly was confirmed by Tietjen: “A perfect 
example is at Los Alamos when we were attacked when I worked there. We reported the 
incident, and it took them seven days to report out to everybody else. Within these seven days, 
two labs had to shut down...” 
 
Moreover, this issue is even more complex in the EU, as the biggest problem is differences 
between countries, as Bancroft emphasized: “The EU date protection directive which is the same 
stuff everywhere. It's just interpreted entirely differently between countries. It's the same 
legislation, but it's not the same in Germany as in France as it is in the UK. They're all different. 
We just interpret it how we feel we would for our national culture.” 
 
Tuck’s Brechbühl agreed, adding: “Security clearance is a much bigger issue in Europe than it is 
in the US, or, say, in China, because you have such a big territory under more unified clearance 
system.”  
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