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The Center for Digital Strategies at the Tuck School of Business, the Institute of Information 
Management at the University of St. Gallen and the Frauenhofer Institute convened a two-day 
workshop for Chief Information Security Officers (CISOs) at Kartause Ittingen in Warth, Switzerland. 
The topic of the sessions was enterprise risk management, and how it supports and is supported by 
information security and cybersecurity.  Industry CISOs joined academics from the US and Europe to 
discuss technology, processes, and strategies for protecting information, corporations, and individuals 
in an increasingly vulnerable cyber landscape. Participants in the session included CISOs from ABB, 
Cisco, Clariant International, Credit Suisse, Goldman Sachs, Hilti, Holcim, Novartis International, 
Richemont International, Schindler, Swarovski, and a World Economic Forum representative.  
 
Key Insights Discussed in this Article: 
 

 The cyber world continues to become more dangerous.  More aggressive and sophisticated 
‘bad guys,’ combined with pervasive consumer technologies and the unknown new 
vulnerabilities of IoT mean that mitigating cyber risks requires entirely new, perhaps even 
aggressive, approaches by IT and their business unit partners .…...………….. Pages 3-5, 7, 8, 13     
 

 Overall enterprise risk management still has a long way to go.  Annual risk reporting is not 
sufficient to truly manage and mitigate risk:  Clear accountability has to be established, and info 
sec has yet to be fully integrated with other more familiar and traditional risk areas  
………………………………………………………………………………... Pages 5, 7, 9, 11-13   

 

 Information security risks are finally being recognized among the top business risks for 
enterprises. Boards are now engaged on this topic, in part prompted by big, visible breaches; 
regulators have pushed industries such as finance and pharmaceuticals to put “info sec” on par 
with financial and continuity risks.  Other industries are following suit — or should be — based 
on best practices rather than legal compliance 
…………..………………………………………………………...... Pages 4, 6, 8-9, 10-12, 13-14 

 

 Even as information security is being elevated as a risk factor, technology is enabling 
additional business innovation.   Consumer technologies and IoT do create new vulnerabilities, 
but they also open now opportunities in products, services, and business models — security 
concerns notwithstanding.……………………………………………….…….   Pages  5-6, 15-16 

 

 Re-positioning IT security closer to project management and business processes is the best 
defense.   Information security organizations need to be involved earlier, deeper, and differently, 
but clear accountability on risks and a learning (not blaming) culture are vital.  
….…………………………………………………………………………..… Pages 6-7, 8, 12, 14  

 

 People are still the weakest link.  All the technology and process money can buy still can’t stop 
either malicious or heedless insiders.  Both traditional and innovative awareness and training 
programs are critical to protect enterprise information ……………..….. Pages  4-5, 6-7, 9, 12, 15 
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Introduction:  Does IT Matter Again? 
 
In Nicholas Carr’s 2003 Harvard Business Review article, “IT Doesn’t Matter,” he controversially 
argued, “core functions of IT … have become available and affordable to all,” transforming them 
“from potentially strategic resources into commodity factors of production.  They are becoming costs 
of doing business that must be paid by all but provide distinction to none.”1 
 
Carr compared IT in the 2000s to other kinds of infrastructure technology, including miles of railroad 
track laid and megawatt generation capacity of electric utilities.  His first two “New Rules for It 
Management” were Spend Less, and Follow, Don’t Lead: “IT management should, frankly, become 
boring,”2 Carr advised. 
 
Carr’s article arrived at the midpoint of a roughly 20-year push to convert IT into a utility similar to 
electricity:  There when you need it, at the flip of a switch, and almost unnoticeable in the background 
when you don’t.  As part of this trend, IT groups have been pushed to the back of the room in many 
corporations. They’re expected to deliver always-on, always-safe cybercapability, often without having 
been part of the business planning or decision-making that they are expected to implement and support. 
 
In the meantime, the broader world of cyberspace has changed in ways almost unimaginable in 2003:  
ubiquitous smart phones, cloud-based applications available — as promised! — with the flick of a 
switch, smart internet-connected appliances ranging from self-driving cars to refrigerators smart 
enough to order the milk.  On the dark side, individuals, groups, and even nations have recognized the 
vulnerabilities and consequent opportunities that arise when literally everything is connected:  
Anonymous. Dark Seoul. The Elderwood Group.  PLA Unit 61398.  These represent just a sampling of 
the threats and fears that CIOs and CISOs have to identify and counter every day: advanced persistent 
threats, distributed denial of service attacks, hactivism, cyber-terrorism, cyber-theft, disgruntled 
employees — all of them exploiting ever-increasing numbers and varieties of network vulnerabilities.   
IT management has become anything but boring. And it has certainly become expensive: Global 
spending on information security this year will exceed $70 billion, with annual damage from breaches 
estimated at $445 billion.3 
 
Lost in the “commodity” controversy, Nicholas Carr foresaw this outcome.  His third New Rule said: 
 

Focus on Vulnerabilities. Even a brief disruption in the availability of technology can be 
devastating.  As corporations continue to cede control over their IT applications and networks to 
vendors and other third parties, the threats they face will proliferate.  They need to prepare 
themselves for technical glitches, outages, and security breaches. 
 

“The key to success,” Carr concluded, will be “to manage … risks meticulously.”4 More than a decade 
after the publication of Carr’s article, the members of the CISO workshop gathered to discuss 
challenges, ideas, and best practices for information security and enterprise risk management. 

                                                 
1 Carr, Nicolas G.  Harvard Business Review May 2003, p. 5 
2 Ibid, p. 12. 
3 Gartner ($70Bn); CSIS ($455Bn); both cited in The Economist, Special Report on Cyber-Security, “Defending the digital 
frontier,” July 12 2014, p. 4. 

4 Carr, ibid, p. 11-12. 
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“A ship in harbor is safe, but that is not what ships are built for.” 
 John A. Shedd, Salt from My Attic, 1928 

 
Hacking Goes Pro 
 
Host and moderator Hans Brechbühl, Executive Director of the Center for Digital Strategies, framed 
the day’s discussion:  “Risk is a part of business. If businesses never took risks, there’d never be any 
new services, any new products, any new anything. So the goal is not to eliminate risk.  Risk is 
inseparable from doing business.  The goal is to use risk trade-offs in the right way.” 
 
Risks, however, come from many sources, Brechbühl continued, and he asked the group to start by 
characterizing how the internal and external sources of risk have changed in the last two years. 
 
“We’ve certainly seen an increase in the number of advanced threats that we detect,” began Scott 
Bancroft, CISO of Novartis International.  “We seem to be getting attacked by probably the same 
people, using slightly different variants. The more complex ones have become more prevalent.” 
 
“So we’ve heard a lot about people coming across pieces of malware, and they just don’t know what it 
does,” commented Derek O’Halloran, Head of Information Technology Industries for the World 
Economic Forum.  “They don’t even know it’s there till it’s sending something out, trying to contact 
home.  Is anyone else seeing that?” 
 
“We are hearing more about sophisticated attacks that bypass some of the controls,” answered John 
Holland, CISO of Credit Suisse.  “They’re found when they’re going to call out. That means they’ve 
sat there for a little while, and therefore the response has to be very different:  How to prevent them 
from moving laterally, and how to prevent them from getting any information out.” 
 
“Hacking has become a professional business,” agreed Thomas Kaufmann, Group Information 
Security Officer for Schindler Informatik.  “It’s no longer schoolboys doing kiddy stuff.  And software 
is so weak:  Virus scans are useless. They cannot detect any modification viruses.  The bad guys get 
better, but the software to protect against them doesn’t.” 
 
Valentin Simic, Director of Information Security for Swarovski, corroborated Kaufmann’s point: “The 
number of attacks making it through antivirus gateways is definitely increasing. More and more 
malware is detected by anomalies or IDS, so human interaction is necessary to detect that something 
strange is happening.” 
 
“In our US cyber security roundtable,” Brechbühl offered, “The CIOs and CISOs felt that one of the 
big changes was in the bad guys taking their time to get a sophisticated understanding of the 
organization: watching traffic inside the organization, knowing whom a particular thing should come 
from, and then choosing someone key to mimic with realistic emails and requests.” 
 
“We have been targeted with many attacks,” Amal Mezzour, Global Information Security Officer for 
Holcim, acknowledged, “Especially against the CEO and the CFO. Usually it looks like an email 
request from the CFO to wire money.  We make changes in the organization, and the next day we get 
attacked.  We still stop them, but it has been a big challenge and required continuous education.” 
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George Huenermann, Head of IT Governance for Clariant International, told almost the same story: 
 

We observe waves of such targeted attacks. The CFO supposedly sends an email, but in most cases 
the reasons he gives for his request are not well-formulated:  The language, or the reason itself, is 
suspicious.  The interesting thing is that you can make changes, and immediately the new 
organization gets targeted.  So there is knowledge on the other side, I suspect from somebody 
internal. 

 
“If they’re getting that kind of intelligence, it’s from one of two things,” O’Halloran pointed out.  “It’s 
either from internal monitoring, or it’s from an insider.” 
 
“It definitely seems more prevalent that external attackers are using internal resources,” added John 
Meakin, Chief Security Officer of Richemont International.  “Both the subverted insider and social 
engineering. So both the malicious insider and the idiot insider.” 
 
“It’s more and more difficult to really declare somebody to be an idiot,” Peter Kalt, Strategic IT 
Project Manager for Hilti, objected.  “Attacks are becoming like business models, very professional, 
with very specific know-how about the organizational setup and structures.  The ‘idiot’ has no chance 
– and the problem is getting more and more critical.” 
 
“We have been surprised by the insider knowledge the attackers have,” Simic added.  “They send 
emails in the names of different internal people, they call stores pretending to be the IT service desk. 
We even had one case where a guy went into one of our shops claiming to be there to ‘repair’ the 
Internet line.  They’ve become willing to take more risks — high risks — to get onto the network.” 
 
“So why can’t we fight back?” asked Bancroft. “Yes, our software has holes. The people on the other 
end use the same software.  So we hack back, which is a very big change in the last couple of years.” 
 
“What worries me,” Meakin responded, “Is that we’ve all accepted that we can’t protect 100 percent – 
that we need to get better at detecting and reacting.  If you’re then raising your profile by saying ‘If 
you hit me, I’m going to hit you back,’ then you’re just creating work for yourself.  It’s not worth it, 
you’re just putting yourself out too far.” 
 
“We don’t do that,” Bancroft admitted.  “We’re careful, and we’re not overt. It took 9 months with 
Legal to figure out how to get it done.  But if nothing else, it’s actually quite fun to be the bad guy now 
and again, and see what you can get to and what you can trash.  It keeps my guys happy.” 
 
Meakin offered two other — somewhat less aggressive — strategies: 
 

We’ve had a particular instance where the attack has clearly been targeting a certain type of 
information, but we found it difficult to work out the origin and motivation of the attack.  So we’ve 
actually fed them information in order to try and track it better.  Another approach we took in BP 
days was to actively monitor Anonymous.  It’s very easy to get into the chat channels they use.  
You can’t monitor completely quietly, you have to participate, but it’s another form of fighting 
back in pursuit of more intelligence. 
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“Everybody does that,” laughed Bancroft, “And so half the 
time you’re listening to other security people on Anonymous 
chat rooms, who are trying to get information out of you 
because they think you’re Anonymous.” 
 
“Active cyber defense can mean different things to different 
people,” added Kah-Kin Ho, Cisco’s Head of Strategic 
Security.  “It can involve deception, it can also involve 
hacking back.  The private sector is already doing this, but 
governments are not paying enough attention, and there will 
be serious implications.” 
 
Yvon Le Roux, now a consultant but formerly Ho’s 
colleague at Cisco added, “The impact of nation-state attacks 
is accelerating, and it’s getting more visibility.  Certain 
industries are being overwhelmed by these.” 
 
 
Cloud, or Cloud Cuckoos? 
 
Boris Otto is Director of Information Management and 
Engineering at the Technical University of Dortmund, and one of the co-hosts of the workshop.  He 
expanded the conversation to include changes in business models: 
 

Companies are getting more consumer-centric, and they’re opening up processes and activities to 
the end consumer, even in industries that in the past have sold only wholesale.  And the industrial 
internet, the internet of things, combined with cloud services, has created a whole new amount of 
data.  How do these business model changes affect information risk, as you both expose more 
processes and data and rely more on external data sources? 
 

“With the internet of things, it’s all about how to avoid the movie scenario,” Bancroft answered: 
 

The guy in his underwater kingdom taking over the world, because everything is electronically 
connected. Let’s face it:  Hardware and software have hardly given us the precedent that everything 
is wonderful the first time around.  You’re happy that your internet-connected fridge orders more 
milk, but it becomes another point for malware, and you don’t know it’s attacking the government 
on the side until men in black suits and gas masks come through your windows. 
 
There’s a whole nightmare coming up about at what point your mobile phone becomes a medical 
device.  The FDA sent us a list of 7,500 apps that they consider make your iPhone part of your 
critical care regime, which is not where anybody wants to go. 

 
“It’s time for software vendors to take responsibility for weaknesses that allow breaches,” Kaufmann 
suggested. 
 

Nation-States & Info Sec 
 
“It’s not possible to defend against 
nation-states.  Two units alone in 
China have 20,000 people – I have 
35.  This is not a fair game, I’m 
not going to win.” 

 
“We have 10,000 employees in 
China, but these are people 
brought up in China, educated in 
China, loyal to China.  When they 
start working for us, they don’t get 
a company passport. I can’t 
protect any information we send 
to China, because the people there 
just take it. Why hack when you 
can download anything you want 
and then walk out the front gate?” 
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“If you believe the hype about the internet of things, we really are headed for disaster, aren’t we?” 
Meakin responded.  “We’re all doomed.” 
 

Look:  Software is hugely complicated, and relying on vendors to provide you with only 
completely functional, completely secure software is cloud cuckoo land.  The only approach is to 
build layers around your software, and do a degree of testing yourself.  It’s not to fix the code:  
What you can do is re-position how you use that software in the business process.  You can re-
position it in your technical architecture to make allowance for the fact that it’s flaky. 
 

Kalt addressed the cloud portion of Otto’s question:   “Our user community gets more autonomy.  
Instead of a controlled environment, people can get service in the cloud without even talking to IT. 
These users are stupid from a security perspective, and they just aren’t aware of the threats out there.  
It’s a challenge to apply security standards in this environment with more personal freedom.” 
 
“Yes, that’s impossible to stop, but when they get caught, do you have a consequence model?” 
Bancroft asked.   “One change we’ve seen in the past 18 months is a willingness by the business to put 
responsibility onto the end user. If someone buys something on a credit card, and that turns out to be a 
bad thing for the business, then there should be a consequence for that person or department.” 
 
“It shouldn’t be about fear,” Kalt disputed. “It’s about creating a culture where people accept the 
responsibility and live up to the role.  It shouldn’t be by increasing the pressure and telling them ‘If 
you don’t you’re kicked out.’   If you don’t have a learning culture, instead of a blaming culture, then 
you’ll never create transparency.” 
 
“Part of it is because people who think they are in a position to accept risks aren’t in a position to 
accept all the risks,” suggested Nick Godfrey, Head of EMEA Technology Risk for Goldman Sachs.  
“For example, they’re not in the position to accept the reputational risk of somebody setting up a 
pseudo-Novartis on Amazon with a credit card.  They may feel they’re happy with those risks, but are 
the Board and the CEO?  No, they’re not.” 
 
“But it’s a difficult discussion,” Kalt countered.  “Hilti was never in the software business.” 
 

We are good at internal processes and IT infrastructure.  Now we are looking at deploying 
software-based services based on the internet of things.  For instance, drilling machines now have 
integrated GPS tracking and automated callback to cover different business processes in 
construction.  The biggest risk is the belief that selling tools and construction-related financial 
services can be easily transferred to the software business, based on our existing high-priced 
quality brand.  So there is a gap between our brand reputation and our experience in software 
service businesses.  It doesn’t just map over: The first step in this kind of risk management is to 
understand that you are a little bit stupid. 

 
“So in this hyperconnected world, is the way that we are set up for, or think about, information risk 
management today appropriate for the challenges we will have in the future?” asked Otto. 
 
“When you think about it from a pure technology perspective,” Holland replied, 
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Most of us either sit in IT organizations or we’re integrated with them, so it’s easy to assess 
technologies.  The harder part is being integrated into business processes:  Being part of a business 
committee where they’re talking about a new business direction that they’re taking.  We’re trying 
to be part of that check and balance:  “I know we’re going to talk about IT enabling you, but let us 
be that enabler at the beginning, rather than the police at the end.” 

 
“There are a lot of technology problems,” Kalt agreed, returning to his earlier theme, “But the first and 
biggest risk is that the change management process is completely underestimated.  We haven’t 
managed to bring risk management into project management and project management is the key to 
distributing risk management into projects, early in the process.  If you don’t get it into the genes of the 
project managers, you will always be late, and you will always fail.” 
 
“It ties back to treating IT mainly as infrastructure, or as a utility, not as a business enabler” observed 
Josef Nelissen, CISO of ABB, “Which means limited resources at the end for a consistent risk 
management approach.  I’m grateful for every project manager who comes at the start of a project to 
talk about IT risk.” 
 
“I’d like to see IT at the table with the business, brainstorming new product ideas, before they ever get 
close to being built,” Meakin concurred.  “Teams often run for months, devising and designing a new 
product, a new business process, and then they ask IT to build a system to support it, and then, at the 
very end of that, the IT guys go to Security and say, ‘Oh, can you just check it’s secure?’” 
 
“Couldn’t that mean that Information Security has to be shifted from IT to another part of the 
company?” asked Reinhard Jung of the Institute of Information Management at the University of St. 
Gallen.  “In that case, it’s not an IT function anymore.” 
 
“Moving Security outside of IT into a Risk division certainly removed barriers for us,” Holland 
answered.  “Now I can approach the business directly — I don’t have to ask the CIO for permission.  I 
can give a briefing to a business unit on cyber risk, and it’s an eye-opener for them.  We get great 
engagement.  If I sat under a CIO, that would be very hard to 
do.” 
 
 
Alphabet Soup 
 
The discussion shifted from problems and tactics to how to 
organize and operate an information security management 
function. Triage and classification — of data, of users, of risks 
– surfaced as common themes across companies and industries.  
 
Scott Bancroft gave a brief overview of major initiatives in 
information security management at Novartis. “Identity and 
access management is in full flow,” he explained. 
 

Data integrity is also a very big thing for us, and that gives 
us cloud problems, because things like One Drive for 

Issues in Identity 
Management 

 
 Corporate vs. Individual 

Identities 
 Digital vs. Physical 

Identities 
 External Identity 

Management/Cloud apps 
 Access Rights Lifecycle 
 Privilege Access 
 Access by Mobile/BYOD 
 Single Sign-On 
 Business Integrations 
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Business append metadata, which changes the integrity of the file, so we can’t prove what was or 
wasn’t done.  So we have limitations. Even though the business unit likes the fact that the cloud 
would be cheaper and easier, we still can’t use it. 
 
Data classification is absolutely key for us. There are rules for what classification things are, how 
sensitive it must be, and therefore the protection level. Crown jewels, such as intellectual property 
in the compound database, sit within a high-security LAN segment.  Public data, or the email with 
your travel plans – we don’t care about that as much. 
 
We have a control matrix for 17 separate sets of regulatory documents:  SOX, GXP, whatever it 
happens to be.  When this first came in, everybody rushed off and filled in spreadsheets.  “Great, 
we’ve got all the information!” — but nobody was doing anything with it.  They were just 
measuring things.  We had the normal heat maps, with red bits and green bits and orange bits and 
all the rest.  That’s where a new tool came in, with support of the CEO:  the “ABCD Overlay.” 
 

 High Impact/High Likelihood: Act now, typically within three months. 
 High Impact/Low Likelihood:  Business notification. 
 Low Impact/High Likelihood:  Continuous monitoring. 
 Low Impact/Low Likelihood:   Do nothing. 
 Anything that sits on a line attracts the more serious “do something” option. 

 
“So my function is absolutely not to secure everything, it’s not to try to get to 100 percent,” Bancroft 
summarized. 
 

It’s to point out the risks of what the businesses want to do — and the difference in risk appetite by 
business unit is huge. If they want to accept the risk, then we have a mind-focusing legally-binding 
business risk acceptance document, which they have to sign and thereby take full business and 
legal accountability for the risk. Before, it was an IT problem to sort out: “You should have fixed it 
and forced it.” Now, it’s amazing how often they suddenly don’t want to take that risk.  Unless it 
has to do with an iPhone or an iPad — then they’re willing to accept almost any risk. 
 
 

Three Lines 
 
Bancroft had discussed approaches in classification and control; Nick Godfrey took the virtual stage to 
describe information security processes and governance at Goldman Sachs: 
 

In terms of risk management we have risk assessment processes for apps, infrastructure, vendors, 
and pretty much anything else you can imagine.  They’re specialized assessments, and they’re not 
all the same process, but they generate “risk issues,” and risk issues are recorded in a formal 
system so that we can track and manage them, and either force risk mitigation or create a risk 
exception, that has to be signed off and approved by an appropriately senior person. 
 
We do pre-work for risk assessment, so that all our assets are weighted in some way.  We use 
“CIA:” Confidentiality, Integrity, and Availability. So we can automatically determine whether an 
asset is more important in a given business area than some other asset. 
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The other process we have is “continuous control monitoring,” because we have such a large 
environment that we can’t afford to have continuous and repeated risk assessments. We know what 
our policies and standards and control requirements are on certain types of assets, and we measure 
to determine whether or not we are in compliance with those values. 
 
Reporting is straightforward: It’s various dashboards that go to divisions, management, etc. on the 
state of the controls.  A control incident process raises an incident in the event that a control is not 
within tolerance. That enables us to provide senior management with a view of the overall state of 
the environment without exposing them to millions of data points, and it gives the firm a way to 
understand where we are as regards the very large number of moving parts.  Policies and standards 
are informed by regulatory change, by our own business drivers, by the changing threat 
environment — so it’s very much a living, breathing thing.  It’s a big part of what we do. 
 
This setup generates massive amounts of data, but using that data and moving it up through the 
organization is a challenge.  So we have a governance structure which is overseen by the firm’s 
Technology Risk Committee, which reports to the firm’s Risk Committee... In technology risk, we 
are working on three things related to overall governance:  Risk register; risk appetite; and the 
linkages between technology risk and operational risk.  
 
In the technology risk to operational risk linkage, we operate a ‘three-lines of defense’ mode, as 
many firms do. The people who own and operate the business processes, the technology, and the 
controls are the first line.  The second line is myself as technology risk, and operational risk as 
another defined second line of defense. The third line is audit and external audit. 
 

“How do you take into account conflict of control between different functional groups, which might 
put the organization into a vulnerable state?” asked Ho. 
 

For example: What most people talk about when it comes to a breach is that a particular user gets a 
piece of email with an attachment, he clicks on the attachment, and then a series of events happen 
which result in a loss.  Tactically, you take countermeasures.  But one level up you ask, “Why is 
this user opening up an attachment from someone he doesn’t know?”  Maybe it’s a control issue 
that hasn’t been enforced. But in HR, the user’s job is to open attachments from people he doesn’t 
know, especially if they’re marked “Resume” or “CV.”  So now HR management is the second 
control, in conflict with Info Sec, which was the first control. 

 
“No one control is 100 percent effective,” suggested Meakin, “and very few breakdowns of security 
are from the failure of just one control.  You look at realistic risk scenarios, and in this scenario, ‘Our 
first point of defense is this control, which is 80 percent effective on 90 percent of our systems.’  So 
they’re pretty good, and you work through the chain like that.” 
 
“When you say there is a risk, should there be a value to that risk, and a cost to mitigating it?” Jung 
asked.  “We all agree that zero percent information security is not a good idea, but 100 percent security 
is too expensive.” 
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“We don’t try to work it out down to the penny,” Bancroft replied. “Some are easy:  If it’s a $10 risk 
and it will cost you $1 million to fix, you don’t do anything.  Equally the other way around.  The more 
difficult ones are those that you don’t know:  ‘How much will it cost if this becomes an incident?’  
How far do you want to go in figuring this out?” 
 
“And when you cut to the chase,” Godfrey continued, “A lot of financial risks aren’t as significant as 
reputational risks. And reputational risks are impossible to measure.” 
 
“And reputationally, it doesn’t matter who was at fault,” Brechbühl added.  “You own all that risk, 
period.  You can point all day to different places where it came from, but the company that’s going to 
suffer the most is the one whose name is on the machine or the service.” 
 
 
“I’d Never Get the Money” 
 
“I’m struck by the amount of alignment between Novartis and Goldman Sachs,” the WEF’s 
O’Halloran obeserved.  “Does everyone have the same kind of process?  Or is the alignment because 
they’re both in heavily-regulated industries?” 
 
“Regulated industries,” answered Richemont’s Meakin. 
 

BP didn’t have that approach when I was there, and Richemont doesn’t.  We are now struggling 
with the question as to whether we should build it in, and whether the end result is better enough to 
justify how labor-intensive the process is.  If you didn’t have any of the regulatory requirements, 
would you get as good an overlay analysis or macro risk analysis?  Would the assessments you’d 
make about the top ten risks in your business suffer?  Could you substitute expert judgment for 
control accounting? 

 
“Another way of phrasing the question is,” Brechbühl added, “Are these regulations forcing 
conversations that you would have a hard time having otherwise?  And when is a risk management 
discussion triggered?  You can’t have a discussion about everything — not enough time or resources.”  
 
“I’d say generally ‘No’ on substitution, and if the regulation wasn’t there, there’s no chance I’d get the 
resources and funding to do what we do,” Bancroft replied.  “When someone asks ‘Why do you need 
all these people?’ the answer is ‘This is the law.  We have to be able to do this.’  If there’s no ‘have to,’ 
then justifying the number of people, the big, long, complex processes and exceptions … That would 
impossible. I’d never get the money.” 
 
“The security externality in the financial sector is a very negative one, because it adversely affects 
everyone,” Ho observed.  “Being regulated helps, because you’ve got a government nudging you along 
and putting a lot of pressure on the environment to get a robust program in place.  It helps justify the 
money as well.” 
 
“So if regulation is driving what Novartis and Goldman Sachs are doing,” Brechbühl continued, “What 
about everybody else?  Does anybody in unregulated industries have similar processes?” 
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ABB’s Nelissen described one way the dilemma posed by Bancroft plays out for a mostly unregulated 
company: 
 

There’s a considerable gap between what we do for SOX and what we do for everything else.  
There might be various risks that we don’t even know about, because we don’t have the manpower 
to identify them, let alone assess them.  So we might do too much for SOX at the expense of not 
having the resources to do much else. 
 

Peter Kalt described a different picture at Hilti: 
 

We are looking at control objectives, especially in IT, but from the perspective of good practices, 
not because of a regulatory framework.  It’s much more about driving internal competence than it 
is about an external standard.  From a risk perspective, it’s a very simple process:  One person 
would like to do something.  He has to carry the risk. So the risk management isn’t about stopping 
or blocking, it’s about creating transparency early enough in the process so that he understands 
what the risk is. 

 
“That is exactly what we did when Kah-Kin and I joined Cisco,” Le Roux commented. “We opened 
Info Sec up to the rest of the company.  They were doing their jobs of protecting the company. They 
were not doing their jobs of telling the company what was going on, and what the business should be 
doing or not doing.” 
 
“The time that businesses are most receptive is when you’re trying to assess the risk in major change,” 
Meakin suggested.  “It doesn’t have to be M&A-level change, but new system change, new product 
change.  That’s the time the business is ready to talk about risk, because they understand that change 
produces risk.  The best way of keeping your risk picture realistic is to be part of the process of 
defining business change.” 
 
 
Enterprise Risk Management 101 
 
John Holland, the CISO of Credit Suisse, extended the “three lines of defense” approach to encompass 
enterprise risk in addition to information security risk: 
 

The first line is the technology in info sec, the people operating the day-to-day controls.  It could be 
a business person managing a document, or it could be the person managing the NOC and 
monitoring security events.  There’s an expectation that the first line will self-assess their risks, and 
self-assess how they are operating their controls, in order to improve them. 
 
The Info Sec team fits into the second line, to look at what the strategy is to determine risk 
appetite.  We’re pushed by regulators to define risk appetite statements by division and by 
function. Info Sec sets methodology in the second line, for it to be operated by the first line. Then 
we have reporting and checking, control verification, checks and balances.  And ultimately the 
third line of defense is our internal auditors, leading to external auditors and regulators. As in most 
companies, the audit model is structured so they have the completely unbiased ability to take 
something straight to the Board. 



Risk Management and Information Security 
 

 12

 
The regulators are now pushing Audit to get involved in project activities, so they are moving in 
from the third line and engaging with Info Sec.  So the gray zones that existed between the first and 
second lines are now also developing between the second and third lines.   
 
We’ve evolved and consolidated enterprise risk management in our organization.  Info Sec was 
moved out of IT and under the Chief Risk Officer.  The CRO now manages credit risk, market risk, 
business continuity risk, and technology risk.  Technology is considered a part of operational risk, 
like business continuity. 

 
Otto asked, “How do you judge the new reporting structure?  It probably has many advantages, but are 
there also drawbacks?” 
 
“The advantages,” Holland answered, “Are that you can be completely unbiased, and you can really 
challenge.  In the previous reporting structure, you wound up challenging the people who decide your 
compensation.  In a bank, that’s quite important.  So with different reporting lines, we’re more open 
and transparent.” 
 
“The challenge,” he continued, “Is that we used to have funding in IT that we could use, and when we 
moved that funding stayed in IT.  So now we’re matrix influencing, and that’s harder. Now it depends 
on the quality of our people and the relationships they have, and that makes things more difficult.” 
 
Holland moved on to risk governance structure: 
 

We have different tiers of risk management. Level 4 is what my team does day-to-day in risk 
assessment activities:  “What threats are we seeing out there, what are the trends?” Level 3 is the 
Security Council, which I chair.  It’s very much IT-focused.  We have regional councils and 
functional councils based on different IT divisions. These roll up to an IT Management Committee 
at Level 2, where we track a number of risks. Level 1 is the first time the business gets engaged, in 
an information security and business continuity forum chaired by the CRO of the bank.  The IT 
risks that we track at Level 1 are access and identity management, and data loss prevention.   
 

Finally, Holland listed other policies that Info Sec owns firm-wide: 
 
 Acceptable use:  What you can and can’t do with your mobile device, what you can and can’t do 

with your office machine. 
 Information rights classification: Definitions of Internal, Public, Confidential, Secret. 
 End-user computing:  How to secure and control apps managed by business units instead of IT   
 IT governance and standards: Veto power on IT procedure and policy changes that could increase 

vulnerabilities. 
 Third-party IT standards:  How to manage IT risk with third-party providers.  
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“It’s Going to Happen. Be Ready.” 
 
“So we’ve seen with the banks a very developed Chief Risk Officer, which is beyond even having an 
enterprise risk management function.  So what does enterprise risk management look like for everyone 
else?” Brechbühl asked the group.  “Is there such an entity? Is that entity a person?  What power do 
they have, and where do they report into?” 
 
“Our ERM function reports into business management,” Holcim’s Mezzour replied.  “It’s a team; they 
work on a global level. They look at just operational risk; we feed them with IT and technology risks. 
They take their final reports to the Board.” 
 
“We have a similar organization,” Schindler’s Kaufmann continued.  “We have risk managers, who do 
mainly operational and financial risks.  IT risk is just one of the reporting functions in the overall risk 
management.  From my side as CISO, I report to top management on audit findings and IT-related 
risks.  Then we try to balance the situation.  So it’s mainly reporting.” 
 
Hilti’s Kalt agreed: 

 
ERM is a reporting function that coordinates the 12 or 15 individual risk owners.  They report 
yearly into this process, which then reports to the Board of Directors, and our Audit Committee.  
Our enterprise risk function is not an approval function, it’s a reporting function.  Risks of a certain 
size have to go up the chain to the executives and directors, and IT is just one of those risks.  We 
may have huge risks that are absolutely accepted, but they are discussed at the Board of Directors 
level.  If they approve and accept, then it’s fine for me, no problem.  The key element is that we in 
IT don’t wind up at the end of the food chain:  If you have already invested $100 million in a 
project, it’s probably too hard to stop it.  Risk avoidance is also risk mitigation, but you can only 
have avoidance discussions at the beginning. 

 
Huenermann from Clariant gave another variation:  “Our former enterprise risk manager reported to 
Legal. His main task was to insure the top risks.  He collected regular reports from the business units, 
the regions, and the corporate functions, and we collected and updated a risk register.  What was 
clearly missing was some sort of feedback, so that the businesses could see and deal with their main 
risks.” 
 
“What I appreciated out of this process, though,” he continued, “Was that we took it as a trigger to 
discuss IT risks with our IT management. That was a fruitful discussion.” 
 
“Our enterprise risk management is just focused on the top notch risks” ABB’s Josef Nelissen mused.  
“Every year we collect the top five risks of every function and division. Then the Enterprise Risk 
Management council discusses those risks and tries to quantify them, and any risk under a pretty high 
impact threshold is just discarded.  For years IT risks have not made the top five, until finally last year 
external cyber security, with the potential of our product being abused or compromising our customers, 
made the list.” 
 
“As Josef said, we have the top five risks, but we’ve got hundreds of technology risks,” Bancroft said.  
“Five make it to the report, but I don’t get away with dealing with just those five.  It doesn’t work like 
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that.  There are hundreds of risks we have to mitigate, that we must review, that we must keep up-to-
date, all the time.  It’s not just what ends up at the highest level.” 
 
“I question the value of enterprise risk management in the way we have it,” he added. 
 

We don’t have a risk controller who’s got the power and influence to make things happen.  The 
guys who produce the report have no operational control — they just collect information. IT 
manages technology risks.  That means we have a department called ‘Enterprise Risk 
Management’ that doesn’t manage risk. At the banks, in contrast, the company-wide operational 
risk controller has a relatively large amount of power and influence. 
 

“Five years ago it didn’t,” Holland explained, “but now the regulators are supporting that function, and 
increasing its power and influence.” 
 
“So it sounds like there’s a much stronger enterprise risk management model in the banks,” Brechbühl 
observed.  “The difference seems to be that it’s clear who has accountability for the risks.” 
 
“That’s exactly the fundamental question,” Kalt emphasized.  “The accountability discussion has to be 
held, an owner has to be assigned, and it has to be clear that he is the guy.  It’s not ‘somebody’ or a 
group or whatever, it’s one single person, and he has to act.  And if he doesn’t act, then we know 
where to go.  The ownership has to be clear, the process owner or the business side.” 
 
“So the key takeaways here are accountability,” Brechbühl summarized.  “As a principle that would be 
useful for all of us, but that doesn’t mean everyone implements it in the same way.  #2 is, everybody 
has to implement in a way that works for their culture.” 
 
“Whether there is only a reporting function or not,” Otto added, “That still adds value, because it 
creates transparency.”  
 
“Right with transparency is visibility,” Bancroft suggested.  
“You can be as transparent as you want, but if no one can find 
it and read it, what’s the point?  And I’d say, Prepare for the 
inevitable.  It’s the same in security:  It’s not a case of if you’re 
going to get a problem, it’s when.  And once you get a problem, 
it’s not how good your policy is in protecting against it.  It’s 
about how you deal with it.  That’s what makes the difference. 
It’s going to happen.  Be ready.” 
 
“So the key,” Brechbühl finished, “Is not to have done exactly 
what happens. The key is to exercise the muscles.  And if 
everyone knows how to exercise the muscles, then you’ll be 
able to react to whatever happens.” 
 
 
 
 

Four Principles for 
Enterprise Risk Management 
 

1. Clear accountability 
2. Implementation that fits 

the culture 
3. Transparency and 

visibility 
4. Prepare for eventualities 
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Squaring the Circle 
 
Professor Dr. Otto of the University of Dortmund summarized the discussions of the day into 
dimensions by which IT can enable and engage with the business: 
 

 
 
“This whole thing starts with talking to the right people,” Nelissen commented.  “And having a 
marketing campaign, an awareness campaign, or dedicated business engagement staff to sell them on 
what we are doing: While we might be perceived as inhibiting them, actually we might ultimately help 
them achieve their business goals.” 
 
“Of course,” he added, “That’s like squaring the circle.” 
 
“There are some practical things you can do,” Holland advised. 
 

One of my recent hires wasn’t a tech person, it was a corporate communications and branding hire, 
because I need to make sure that the function I perform is well-marketed.  We do auditorium 
sessions, but instead of “How To Protect Your Machine in The Office,” I do a session on “How To 
Protect Your Children Online.” of a sudden, the audience I get is very different:  junior business 
people, senior business people.  They don’t realize it, but by doing that, I’m educating them about 
how to use their systems in the office.  And they feel like they’re getting something from it.  And if 
I didn’t have my marketing comms guy, I’m not even sure I’d think about this kind of thing. 
 

“There’s also an element that we in the security world tend to communicate only when there’s a 
problem,” Bancroft added.  “We communicate a lot of ‘Be careful of this,’ ‘Watch out for that,’ ‘We 
must patch this,’ ‘We must, we must, we must.’  It’s all negative.” 
 
“Communicate the parts that are good,” he recommended.  “Serious incidents are not all incidents – a 
lot of them are incidents that would have been significant, if we hadn’t found them and dealt with 
them.  We report cost avoidance as well as incident cost, and our rolling 12-month cost avoidance is in 
the ballpark of $450 million per year.” 
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“Could we take it a step further?” Otto asked.  “Beyond moving from an inhibitor to an enabler, are 
there any business innovation scenarios that are possible only through good information security 
management?” 
 
Kaufmann suggested one scenario: 
 

If you think about product IT, and you want to connect our installations to the internet and have 
access from everywhere to everywhere, then the only way to be successful is to have information 
security involved from the first moment of the project. If you are embedded in the business, you 
can still be an enabler even while you’re saying, “No, don’t go that way, you need to go the other 
way!”  It’s received as added value, not as a negative naysayer. 
 

“A different way to say it,” Godfrey suggested, 
 

Is that having very comprehensive information risk management and technology risk management 
enables to the business to be agile and dynamic. It can capture share and it can be aggressive when 
opportunities arise, safe in the knowledge that the organization can handle change, be it acquisition 
or divestment or going to better value outside the firm or entering an emerging market, or any of 
those things.  We can enable the business to really do things. 
 

“You don’t have brakes on your race car to slow down,” he finished.  “You have brakes so you can 
drive faster.” 
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